- BAHK "
~w. KJIIPUHTOBUA OIM

Jodamok 4 0o lpasun ma 3a2anbHUX yMOB
KOMNAEKCHO20 baHKiBCbk020 06C/1y208yBAHHA

(ns KopnopamuesHoeo 6i3Hecy)

MNpaBuna poboTu B cuctemi “IHTepHeT-BaHK”
1. BUKOPUCTAHHA CUCTEMW EJIEKTPOHHOTO OBC/1YTOBYBAHHSA

1.1. BaHK HaZa€ MOX/IMBOCTI 34iMCHEHHS omnepaL,il Mo paxyHkax KsiieHTa 3a 4onoMoroto cucremm
e/IeKTPOHHOro 0b6c/1yroByBaHHs «IHTepHeT- BaHk» (gani — Cuctema).

1.2. 3 MOMEHTY MO aHHs y NMcbMoBi popmi CepTudikaTy BiAKPUTOro K/toHa e1eKTPOHHOIO Mignucy
(aani—EM)y Cuctemi , Ha nigcTasi nignucarnoro Jorosopy CtopoHamu, onepalii no paxyHkax KnieHTa
ByAyTb BUKOHYBATMCh Ha NiJCTaBi @1eKTPOHHOIO NAATKHOMO AOKYMeHTY (gani - EMA), wo rotytoTbes
Knientom Ta nepegatotbca Cuctemoro y baHk.

1.3. Mpwu nigkmoyerHi go Cuctemu , bank HanawTosye nocayry IP-dinbTpaLis 3 HaZaHHAM A0CTyny
TinbkK 3 IPagpec npoBanAepis, Wo po3milLeHi Ha TepuTopil YKpainu. Aaa BigkaouerHs IP-dinbTpadii,
KnieHT noBnHeH nogaTn 3asBy Ha BiAKAOUYEHHA 40CTYNY A0 cucTemn «lHTepHeT-baHk» 3
BUKOpUCTaHHAM IP-dinbTpalii, a A5 NOBTOPHOrO NiAKAOYeHHs A0 nocayru IP-dinbTpauis, KnieHT
MOBMHEH NOAAaTH 3asBy Ha 40CTyN A0 cucTeMuU «IHTepHeT-BaHKk» 3 BUKOpUCTaHHAM |IP-dinbTpauil.

1.4. KnieHT gopyyae baHky BUKOHyBaTK PpiHaHCOBI omnepaLiii Mo Moro paxyHkam, BigkpuTuM B BaHky, Ha
nigcTasi EMNJ, otpumanmx baHkom no CucTemi Ta 3aBipeHux 3apeecTpoBaHnmMm B baHky ElM ocib, wo
MaloTb NPaBo MigNMNCY PO3paxyHKOBUX AOKYMEHTIB.

1.4.1. CepBic «AUCTaHLiMHa 3aMiHa K/l0oYa» NPU3HAYEHUN 419 BigAaNeHOT 3aMiHuM gitouoro kaoua ENl
6e3 BigBiAyBaHHsA 6aHKy. 3a 4OMOMOrOO CEPBICY MOXHA 3aMiHUTU Ti/IbKW TOM K/IHOY, SKUM KOPUCTYBaYy
yBinwos B APM Web-BaHkiHr. B pe3yibTaTi AMCTaHLiMHOI 3aMiHM Ktoya by e 3reHepoBaHO HOBUM
katod EM, ana skoro MIB BaacHWKa, rpyna nignucy i cyma nimity 6yayTe aBTOMaTUYHO NEepPeHEeCeHi 3
MOTOYHOIO K/tOYa.

1.5. BaHk npuiMace Ha cebe 060B’A3kM NO NOTOYHOMY 06C/IYyroByBaHHIO Kai€EHTa 3 BUKOPUCTaHHSM
Cuctemu, a came: NpMIMMaE Ta BUKOHYE gopyyeHHs KnieHTa, opopmeHi BiANoBigHO 40 BUMOT
Joroeopy, Mpaeun poboTtn B CcTeMi Ta HOPMATMBHO — NPaBOBUX AOKYMeHTiB HalioHanbHoro 6aHky
Ykpainu, y surasgi ENJ, Ha 3gincHenHs onepau,in no paxyHkam KiieHTa, nepegae KnieHTy Bunmcku no
MOro paxyHKam y BUFAsiAi eN1eKTPOHHOTO A0KYyMeHTY (gani — EJ), Tekctosi EJl, inbopmauinHy Ta
ZAoBiakosy iHdopmaLito.

1.6. [lo nocayr, siki MOXYTb HagaBaTUCb KnieHTy kopucTyBady Cuctemu, 3a Moro 3asiBOtO, HanexaTb
nocayru:

1.6.1. BukopuctanHs Cuctemu - «IP-dinbTpauis», Wwo A03BoAsE 06MeXUTM focTyn KAieHTIB TiNbku 3
BU3HaveHux IP-agpec abo uiTko BkasaHoi rpynu IP-agpec Ta/abo fo3Bonse Bxig avwe 3 IP-agpec
yKpailHCbKMX NPOBanAepiB;

1.6.2. 3riaHo 3 gitourmu Tapudamm baHky, BaHk 3abe3neuye KnieHTa NpUCTpoeM A5 3aXUCTY HOCIIB
kato4oBoi iHpopmaLii - USB-TokeHom B CUCTeMI, iK1 peKOMEHZAO0BaHO BUKOPUCTOBYBATU AS
reHepaLiii 0cobncTnx cekpeTHmx ktouis EIM;



1.6.3. cepsic «baratodpakTopHa aBTeHTUIKaLLif» (MpoLesypa BCTAHOBNEHHS aBTEHTUYHOCTI
KOPWCTyBaya Npwm BXxodi 40 CucTemu 3a 4OMOMOrOI0 BBeAeHHS 04 HOPA30BOro LeCTU3HAYHOMO Napoio
Z.0 CreLiaIbHOr 0 J,04aTKOBOIO NOS, SKUA HAaNPaBASETbCA Y BUrAAAi SMS-NoBiA0OMAIEHHS Ha BKa3aHWi
KnieHTom Homep MobinbHoro TenedoHy i Mae 0bMexeHUn TePMIH Aii -3 XB.);

1.6.4. cepBiC «NiATBEPAKEHHA NAATKHUX JOKYMEHTIB 04 HOPa30BMM Napoiem» (MpoLeaypa BBeAeHHs
O/ HOPA30BOro LWeCTU3HAYHOr 0 NapoJIto Ha NeBHI NaaTeXi Bij 3a3HaveHol KaieHTom cymun 10
Crewia/IbHOro A04aTKOBOO NOAS, SKWUIM HANPABASETLCA Y BUrAsSAi SMS-NoBiZOMAeHHS Ha BKa3aHWU
KnieHTom Homep MobinbHOro TenepoHy i Mae obMexeHU TepMiH Aii -3 XB.);

1.6.5. cepBiC «MiATBEPAXEHHSA MNNATKHUX AOKYMEHTIB 3 ypaxXyBaHHSAM J0BiJHMKa A0BIpeHUX
OTPUMYBaYiB» (HaNAWTYBAHHSA 34iMCHIOETbCA KNiEHTOM caMOoCTiHO, Nic/is HaAaHHA AO0CTyny A0
cepsicy);

1.6.6. «OTpUMaHHs iHPOpPMaLLii NPO CTaH paxyHKy y BUraa4i SMS — noBigoMaeHHs, 3a 40MOMOroto
3acobiB M06iNbHOIO 3B'A3KY / MOLUITOBOrO €/1eKTPOHHOMO MOBIZOMIEHHS Ha e-mail» (HanawTyBaHHS
34iNcHIOETbCS KNiEHTOM CaMOCTIMHO, NiCAs HAaZaHHS AOCTYMY A0 CepBicy).

1.7. Y pasi 3giMcHeHHs onepaliv 3a gonomoroto Cuctemu 6e3 BUKOPUCTaHHA NPUCTPOLO A5 3aXMCTY
HOCiiB k/toHyoBOI iHpopmaLii, KnieHT 060B’'A3K0BO BUKOPUCTOBYE MOCYTY, BU3HAYEHY N.M. 4.9.1M.4.9
umx MNpasum.

1.8. KnieHT Hece BigNoOBiAaNnbHICTb 3a HaslexHe 0POPMIIEHHS, 4OCTOBIPHICTb Ta BiAMNOBIAHICTb BUMOram
YMHHOTIO 3aKOHOAaBCTBA NAATDKHUX 4O0KYMEHTIB, HagicnaHmx BaHKy J0 BUKOHaHHSA 3@ J,0NMOMOroto
Cuctemu.

1.9. baHk npuiimae EMNJ B HauioHaNbHIM Ta iIHO3eMHIW Ba/IlOTi Ta MPOBOAUTb X NPOTArOM onepaL,inHoro
4acy 3rigHo n.1.15.

1.10. Ha nigcTasi BUNWCOK 3 paxyHKiB, AKi HAAXO0AATb 3 BaHKy, KNi€eHT KOHTPOIOE BipHICTb BUKOHAHHSA
BaHkom 1oro sopyyeHb.

1.11. Ycionepauii 3a e1eKTPOHHUMM NaaTexXammn NPoTOKOIIOI0TLCA BiAMOBIAHO periameHTy,
BCTaHOBNeHOMY BaHKoM. MpoToko/Im onepauin € 40KyMeHTamK, WO NigTBEPAXYOTb HAsIBHICTb Ta
NMPaBOMIPHICTb M1aTexiB.

1.12. Llen JloroBip He BigMiHSIE NAATIXXHUX AOPYYEHb, WO 06pOobASIOTLCS B YCTaHOB/IEHOMY MOPAAKY, Y
BMNagKax:

v’ BigMOBM 3acobiB KOMYyHiKaL,il;

v' BiAMOBM 3ac06iB 06UMCIOBaNbHOT TexHiKM Ak KnieHTa, Tak i BaHka.
1.13. [poBegeHHs BCix MOTOYHMX OMNepaLin Ta oTpuMaHHs BCiel iHpopmauii o CncTemi 34iMCHIOETbCA
KnieHTOoM B pexuMi OH/IaMH 3a 40NOMOroto Mepexi IHTepHeT nig, vac ceaHcis 3B'3ky 3 BaHkom. Mpu
LbOMY MpoTOKO/ Nepegavi iHbopmaLii B Cuctemi € https, Wo € MidXKHAPOAHMUM CTaHAAPTOM.

1.14. Bci goBigHuku, wabnonu ENA, EMNJ nicas ix 36epexeHHs), a TakKoX BUNUCKK Ta By Ab-AKa iHWa
iHpopmauis B CucTeMi 3HaxoAATbCA B BaHKy Ta A0CTYnHi A5 poboTu KnieHTy Tinbku nig vac
NpoBe/leHHs1 aBTOPU30BaHMX CeaHCIB 3B'A3KY 3 baHKOM vepe3 Mepexy |HTepHeT.

1.15. Mpuiom ENJ Big KnieHTa 34iMcHI0ETbCA BaHKOM NOCTIMHO B aBTOMaTM30BaHOMY PEXMUMI.
BaHK 34iMCHIOE CNUCAHHSA MPOLLOBMX KOLUTIB 3 MOTOYHOr0 paxyHKy KiieHTa 3rigHO 40KYMeHTIB, siKi
Haginwan go banky no Cuctemi BignoBigHo Ao [MpaBua Ta 3araibHUX YMOBM KOMMIEKCHOTO
6aHkiBcbkoro obcnyrosyBaHHs ( A kopnopamusHo2o 6i3Hecy) Mpw 3MiHi pexunmy 06cnyroByBaHHs
BiZ,MOBIZHO 3MiHIOETLCA Yac NpuoMy AokymeHTiB. KnieHT opmye Ta nepesae B bank EM/,



HeobxigHoro Bugy. Micnhs otpumanHs EMJ Baxk 3aiMcHI0e Moro nepesipky Ta npuiimace EMJ go
BMKOHAaHHS.
MpuunHamm ans BiAMOBM Bif BUKOHaHHA Bankom EMJ KnieHTa €:
v’ BigcyTHicTb B EMNYJ, 3apeectposaroro EMN Knienta;
v' HeBipHi abo HenoBHi pekBi3uTu EMJ;
v HegocTaya iHpopmMaLii Ta HEOBXiZ4HUX JOKYMEHTIB Mo onepawii, Wo 34iNcHI0ETbCA KieHTOM, y
BUMNaAKax, nepeabaveHnx 4itoumm 3aKOHOAaBCTBOM;
v MOpYLUEHHS Ail040ro 3aKOHOAABCTBA, HOPMATUBHUX AoKyMeHTiB HBY abo Batky, Bumor
JoroBopy Ta MNpasua. Ans BiakankaHHs nepegaHoro B baHk EMNJ KnieHT dopmye knonoTaHHs
Ha BigKkAnkaHHa EMJ, ske BaHk npuiimMace Tinbkun B TOMY BUNAaAKY, AKwWwo EMN/J He BUKOHaHWI A0
LbOro Yacy Ta baHk Ma€e TeXHIYHY MOXAUBICTb BIAMIHUTU MOr0 BUKOHAHHS.

1.16. KnieHT He Ma€e npaBa BHOCUTU ByAb-AKi 3MiHM Y HaaHe MOMY nporpamMHe 3abe3neyeHHs abo g0
KOMMJIEKCY AOKYMeHTaLii 6e3 nMcbMoBOro norogyxxeHHs baHky. 3apaxeHHs nporpaMHUMK “Bipycamn”
ab0 nopyLeHHs LinicHOCTI NporpaMHoro 3abesneyeHHs B HaCNif0K HegbanbcTBa abo
HEKOMMETEeHTHOCTI BiZNOBifaibHMX CNiBPO6ITHWKIB KJliEHTa, BBaXKaETbCSA NOPYLUEHHSIM LLi€l YMOBM.

1.17. CTOPOHM BCTAHOBAIOKOTh, WO HadaHi KnieHTy 3rigHo JloroBopy nporpamHo-TexHi4YHi 3acobum Ta
APYKOBaHi MaTepianv po3rnsAaloTbCs K CEKPETHI Ta IX CyBope 36epeXeHHs MOBUHHO 6y Ty
3abe3neyeHe B f0CTaTHIN Mipi. B 38'A3Ky 3 LM, BCi NocagoBi 0cobu KnieHTa, siki MatoTb A0 HUX 40CTYN,
MOBWHHI MOBOAUTUCH 3 HUMWN HAIEXKHUM YMHOM Ta YTPUMYBATUCb Big, iX po3rosioweHHs abo
KOMitoBaHHSA Y Oy Ab-KOMY BUTrSAI.

1.18. BaHK MOXe NpoOBOAUTM 3aMiHY NMPOrPaMHOro 3abe3neyeHHs Ta iIHCTPYKTUBHUX MaTepiais npu
36is1bLWeHHI KifibkocTi iHbopMmaLii. 3amiHa MPOBOAUTLCSA NJIAHOBO, B MOTrOAXeH 3 K/IIEHTOM TEepMiHM.

1.19. baHk 3abe3neyye onepaTrBHe PO3'ACHEHHSA Ta KOHCY/IbTaLLii 3 MMTaHb, MOB'A3aHMX 3
ekcnayaTayiero Cuctemu.

1.20. Ha BUKOHaHH#A N.2.26. MpaBua KnieHT Hagae 3rogy Ta gopy4ae baHky camocTinHo 3aiMcHIOBaTH
nepekas (Cnm1caHHA) KOLWTIB 3 paxyHKy (-iB) KnieHTa Ha onnaty BiANOBIAHMX 404aTKOBUX NOCAYT BaHky,
B PO3Mipi Ta CTPOKM, BU3HaueHi Tapupamum Barky.

2. TEXHOJIOT14 TA NOPAA0K OPOPMNEHHA NNATPKHUX AOKYMEHTIB

2.1. EMA, aki HagatoTbes KAieHTOM, MOBMHHI MaTu peKkBi3nTW, BKasaHiy IHCTPYKLii npo 6e3roTiBkoBi
pO3paxyHKK B YKpaiHi B HaLiOHa/IbHIM Ba/IlOTi KOPUCTYBAYiB NAATDKHUX MOCAYT, 3aTBEPAKEHOI
MocTaHoBoto MpaBniHHA HavioHanbHoro 6aHky YkpaiHn N2 163 Big 29.07.2022 p. (i3 3MiHamu Ta
ZAOMNOBHEHHAMM), Aai 3a TEKCTOM - [HCTpyKLif.

2.2. [lns 3abe3neyeHHsa NOBHOBAXHOCTI MAAaTeXy Ta MOro KOHPiAeHLiMHOCTI BUKOPUCTOBYIOTHCS
anapaTHo - NporpaMHi 3acobu, ski 403BoAIOTL BUPO6aSTM aBTOpM3aLito cpopmoBaHmx EMJ 3a
ZAOMOMOIOI0 NMepPCOHAIbHMUX KKOUOBUX HOCIIB. [OpsSA0K BUKOPUCTAHHSA CEKPETHUX KJIKOUIB ONMUCAHUA Y
Joaatky N24.1. o MpaBua Ta 3arasibHUX YyMOB KOMMIEKCHOT0 6aHKiBCbKOro 06C/1yroByBaHHS.

2.3. 3B'A30k KsieHTa 3 BaHKOM 34iMCHIOETBCSA 33 40MOMOrol0 MepeXXi IHTepHeT Npu 3aCTOCYBaHHI
Cuctemu. KnieHt rotye EMJ, nianucye noro i Hagcunae y bank. Mpu HagxoakeHHi Big KnieHTa
nianvcannii EM/JL po3nakoByeTbCs, po3WndpoByETLCA Ta NEpeaaETLCs A1 06pobKM Ha
aBTOMaTM3o0BaHe poboye MicLie (gani — APM) onepauioHicTa, ikt 06CyroBye paxyHoK KaieHTa. Mpu
06pobui Ha APM onepauioHicTay pexumi "EnekTpoHHI 40KyMeHTH", naaTexi NpoXoAsTb NONepesHil
KOHTPO/1b 32 pOpMasIbHUMM O3HAKaMK 3riAHO 3 IHCTpyKLi€to.

2.4. [Micns nonepeHbOro KOHTPOIKO NAATEX CTalOTb AOCTYNHUMU A1 06pobkm paxisLto BaHka, wo
NPUMMAE PilLEHHS NPO iX akLenT. Y BUNaAKy BiAMOBW Big, aKL,enTy NaaTexy, AK1i1 He NPOMLIOB



nonepezHbLOro KOHTPOJIto abo 3a pileHHsM daxiBL s, POPMYETbCSH KBUTAHLLIA 3 Bi4NOBI4HUM KOAOM
NOMWAKM, fiKa 3a gonomoroto Cuctemn Hagcunaeteca KnieHTty gna aHanisy. Bunpasneni EMNJ Knient
MoXe BignpaBuTn y baHk ans 06pobku.

2.5. Ha ENJ, aki nporiwan nonepesHin KOHTPOJib Ta NPUMAHATI 40 onaaTh, OpMyoTbCa KBUTAHL, T, SKi
BigcunaoTbes KnieHTy ans 3Bipku. Ha ui AokyMmeHTH daxiBelb BaHKy 3 40nomoroto BignoBigHNX
anapaTHO-NPOrpaMHMx 3acobiB popMye enekTPOHHI 3anNncK A48 NPOrPaMHOro KOMMIeKCy
"OnepauinHuin geHb banky". Y noganswomy 3 EM/J KnieHTa 34iMcHIOIOTCS onepaLii BiANoBigHO 3
BCTaHOBJ/IEHUM MOPAAKOM ANS BHYTPIiLLHbO6AHKIBCbKMX Ta MiXKOaHKIBCbKMX MAaTeXiB.

3. MPABUJIA IH(DOPMALI,H;IHO'I' BE3MEKN

3.1. [lna 3abe3neyeHHs 6e3neyHoi poboTn B CUCTEMi peKOMEeHZA0BaHO 40TPUMYBaTUCh HACTYMHUX
npaBwA:

- YTPMMYBaTUCh BiZ BUKOPUCTAHHA KOMN'IOTEPa, 3 AKOro BUKOHYETbCs poboTa B CucTeMi 415 po3Bar Ta
cepdiHry B Mepexi IHTepHeT;

-BCTAHOBWUTUM aHTMBIPYCHe NporpamHe 3abe3neyeHHs, pery/spHO NOHOBIOBAaTM aHTUBIpYCHY 6a3y Ta
MOCTIMHO NMPOBOAUTHM NEPEBiPKY CUCTEMM Ha HAsBHICTb BipYCiB Ta WNUIYHCbKMUX NPOrpam (TPOSHiB,
Kenaorepis Ta T.n.);

- 0bMexmnTH ZocTyn f0 KOMN'IOTepa CTOPOHHIX 0Cib, ik Qi3nYHMI, TaK | MepexeBui;

- He TPMMaTK 0CcoBUCTI (CeKPEeTHI) K/ItoUi B 4MPEKTOPIAX XXOPCTKOTO AUCKY KOMM'OTEpPa, a TiIbKK Ha
30BHiLLHiX Hocisx (USB ¢aeww Hakonnuysadi, USB- TokeHw, Tow,o ) Ta 3abe3neunT ix HaginHe
36epiraHHs;

- AN YHEMOXX/IMB/IEHHSA BUKPAZEHHS (KOMitOBaHHS) TAEMHOIO KJIl04a PpEKOMEHYEMO BUKOPUCTOBYBATH
USB - TokeH;

- nica9 3aKiHyeHHs poboTr 3 CncTemoto 060B'A3K0BO BMUIMMATK 30BHILWHI Hocii (USB daeLw
Hakonuuysadi, USB- TokeHw, TOLLO) 3 CEKPETHUMU K/IK0HYaMU C cUCTeMHOro 610Ky Komn'toTepa;

- He pO3ro/IoLLYBaTU NapoJi AOCTYMY A0 TAEMHUX KJIKOYIB, HE 3anmncyBaTK ix Ta He 36epirat pasom 3
HOCIEM KtO4OBOI iHpOopMaLii;

- BCTAHOB/IOBATM NMOHOB/IEHHs b6e3nekun onepauinHoi cnctemu (baXkaHo B aBTOMATUYHOMY PeXnMI);

- HANAWTYBaTW OrAa4 Mepexi [HTepHeT, a came 3a60pPOHUTU: aBTOMATUYHE 3aBaHTaXeHHs dalinis 3
Mepexi [HTepHeT, aBTOMaTUYHMIM 3anyck daliniB 3 MepeXi IHTepHeT, 3aBaHTaXXeHHs He MiANUCaHNX
enemeHTiB ActiveX;

- He MpaLoBaTU Ha KOMM'OTepi 3 NpaBaMM aAgMIHICTPaTopa;

- y BUNagKy komnpometalii abo cnpobu komnpomMeTauii cekpeTHUX KtodiB abo komn'toTepa,
3Bi/IbHEeHHS BiAMNOBiAanbHOro cniBpobiTHMKa abo IT cneuianicTa KnieHTa, aknii MaB 40CTyn 4,0
BKa3aHOro komn'totepa abo cekpeTHUX K/to4iB HeobXiHO TepMiHOBO MOBIZOMUTU BaHK ann
3ab10KyBaHHs ktoviB ElM, 3reHepyBaTy Ta 3apeecTpyBaTu HOBI Katoui EN;

- npu By ab-AKil nigo3pi npu poboTi 3 CucTemMoto — HeobXifHO TepMiHOBO NoBiZOMUTW BaHk Ans
3a6/10KkyBaHHSA Kto4iB ElN Ta 3reHepyBaTW Ta 3apeecTpyBaTy HOBI KJtoui ENN;

- YBaXKHO CNiKYBaTM 33 MNOBIAOMJIEHHSAIMMY, LLLO BUBOASATHCS HA MOHITOP KOMM'toTepa npu poboTi B
Cuctemi. Y BUNaAKy HEBiANOBIAHOCTI X TUM, siKi BUBOAATLCA 3a3BUYal — NOBIZOMUTY BaHK.
Mpurknaz oM HEBIAMOBIAHOCTI MOXe CNYryBaTW: HETUMOBE BiKHO 3 iHLUIWM JIOrOTUNOM, NpK BUBOPI KtoYa
He BiZ0bpaXkaeTbCs Ha3Ba KJ/OUa, NPOXaHHS BCTAHOBUTM MiZ03pisie nporpamHe 3abesneyeHHs, Towo;



- npu poboTi yepes caT CUCTeMM 3BepTaTe yBary Ha agpecy canTy. BoHa NoBMHHA MOYMHATUCH Ha
https — wo cBiAYMTb NPO 3axuLLeHe 3'EAHAHHS;

3acTepexeHHs: BaHK HiKOM He 3AIMCHIOE PO3CUJIKY €/1eKTPOHHUX JINCTIB 3 MPOXaHHSAM HagaTu
KOH}iAeHLiHY iHdopMaLilo (naponi, AOCTyn A0 ceKpeTHUX (0CObUCTUX) KtoUiB, TOWO) abo Takux,
L0 MiCTATb KOMN'IOTEPHi Nporpamu.

3.2. PekoMeHZAaLii No CTBOPEHHIO HagiNMHUX (CTiMkWX) napois. MNpw BMbopi naposis KopucTyBayesi
HeobxiZgHO KepyBaTMCS 3aNPONOHOBAHNMM NPaBUIaMU:

v’ He BUKOPUCTOBYBATH aTpubyTH KOPUCTYBaYa - iMeHa i NPi3BuMLLa KOPUCTYBaYiB, NaM'aTHI 43Ty i
Byab-aKy iHWY AocsKHY iHGopMaLLito (Hanpukaag, Homepu TenedpoHis, agpecu i Tomy
noaibxe);

3ab0poHEeHO BUKOPUCTaHHA KOMbiHaLLii cuMBOIB [ 3HaKiB 3 knaBiweto Ctrl;

MapoJli NOBMHHI cknagatmcs wasxom kombiHauii g4Box abo binbLe chis; -

AOBXMHa Napo/a NOBMHHA CK1aJaTh He MeHLe 8 CMMBOIB;

napo/ib MOBMHEH MICTUTWN He MEHLL 3-X 3 4-X HAaCTYNHUX CUMBOJ1iB — BEJIMKI , MaJIeHbKi fliTepwy,
undpw, cneLcMmBou;

3a60pOHEHO BUKOPUCTOBYBATW C/I0BA 3 PeasibHUX i BUraZaHUX C/IOBHUKIB ; Napo/ib HeobXifgHO
3MiHIOBATK He pijLue HiX KOXHi 30 KaseHAapHUX AHiB. OA4MH 3 MOXANBUX BapiaHTIB
(Npuknaais) BM6OPY Napoas: CKAAAITb CMMCOK MPOCTUX C/1iB, HANPUKAAA, KBITKA, apKYyLL, pyyKa i
Tak gani Bubepitb nepuui Tpu 6ykBM i 3arasibHy KinbKicTb OykB B c/10Bax; 06'e4HaETe OTPUMaHI
pesy/ibTaTu, AodanTe o4Hy uMdpy i 04MH i3 cneuianbHUx cumeoniB ("&'{([-_@)3s*% I/ ;., 7+-=)
i 3po6iTb 04HY 3 6YKB BE/IMKOLO; NPW 3MiHi Napo/ig BUKOPUCTOBYMTE NPUBEEHI peKoMeHAaLii 3
iHwWKM Habopom caiB. Mpuknaa: s6ayko, rpyla i HabepiTb iX B JATUHCHKOMY pericTpi.

ASANENEN

<\

YBara! He BukopucToByiTe ik Napo/ib HaBeZeHi npukaagmn! besyMoBHO, 415 CTBOPEHHS Napos
MOXYTb BUKOPUCTOBYBATUCS iHLLi METOAM CTBOPEHHS HAaAIMHOMO Napos, ase BUOpaHMI Napoib He Mae
6yTr cnabkilwe 3anponoHOBaHOT Mipy CTIMKOCTI.

YBara! [Mam'sTaliTe, Wo Hi 3a ikux ob6cTaBuH Bal naposib He Mae 6yTu Bigomuii TpeTim ocobam, HixTo
He Ma€ nNpaBa BMMaraTy Bi Bac po3kpuTTsi napois, HaBiTb cniBpobiTHMKM BaHky.

3.3. BUKOpUCTaHHS MPUCTPOIO 3aXMCTY HOCITB KNtoUYoBOT iHpopmaLii «USB-TokeH» B CucTemi. KnieHTy
pekomMeHA0BaHO BMKopucToByBaTn USB-TokeH Ans reHepadii ocobuctunx katouis EMN. USB-TokeH
reHepye ocobucTi cekpeTHi kKtoui BcepeauHi cebe, 3abesneuye ix 3axuueHe 36epiranHs i opmye ENM
nif, eNeKTPOHHMMM JOKYMeHTaMun ycepeanHi npuctpoto 3rigHo ACTY 4145. MNigTpumka USB-TokeHiB
3abe3neyeHa A9 BCbOro CnekTpy HacTinbHMX naaTdopm — Windows, Linux i Mac OS X. Po6ota USB-
TOKEeHIB MiATPUMYETbCS 32 OCHOBHUMMW KaHaiaMu 06C/TyroByBaHHS KOPNOPaTUBHUX KIEHTIB CUCTEMM
«ibank 2 UA». ¥ ogHomy USB-TokeHi Moxe 36epiratncs A0 64-x ocobuctux kaouis. Moxavee
36epiraHHsa ocobucTtux katodis ENM BignosigasbHUX cNiBpobITHWKIB KOPNOPATUBHUX K/IEHTIB.
3abe3neuyeTbca ogHoYacHa poboTa Bigpasy 3 gekisibkoma nigkatoueHummn go komn'totepa USB-
TOKeHaMmi.

3.4. BukopucTaHHs cepsicy IP — dinbTpauis

3.4.1. [ligkntoueHHs, BigkaoyeHHs cepsicy IP — dinbTpauis. ¥ Cuctemy BOyAO0BaHWI MeXaHi3m
obmeXeHHs foCcTyny KNieHTiB 3agaHumu IP-agpecamn. [as nocmneHHs 3axoais 6esneku B pasi
MOCTiMHOT po60TH 3 0AHMX POBOUMX MiCLLb PEKOMEHAYETLCA MigKMtounTH cepsic IP-dinbTpaLis B
CucTemi. [laHnin MexaHi3m obmexeHHs gocTyny no IP-agpecax € iHAMBIAYaIbHUM A1 KOXHOTO
KnieHTa i HanawToBY€eTbCA CNiBPObITHMKOM BaHKy 3a NMCbMOBOO 3aIBOIO KJIEHTA 3 3a3HAYEHHAM
nepeniky IP-agpec komn'totepi KnieHTa, 3 AKMX 34iMCHIOBAaTUMETbCA NiAKAOYEeHHS 40 CucTemu. AKLLo
cnpoba Bxoay B APM 34icHIOETBCS i3 He 3agaHoi IP-agpecy, BUAAETLCA NOBIAOMIEHHS NPO NOMUAKY



«flocTyn 3abopoHeHu», BXig B APM HeMOXANBUIA. |CHY€E MOXMBICTb HaNALLTYBaHHSA O6MeXeHHs
BxoAy B CncTemy, BUKOPUCTOBYOUM HAcTyMHi IP-binbTpu:

v’ BXig nvwe 3 IP-agpec yKpaiHCbKUX NPOBaiAepiB. 3aCTOCOBYETLCS AJ1s OBMEXeHHs 40CTYMy 40
Cuctemu 3 IP-agpec 3apybidkHNX NpoBanAepiB, OCKiIbKM JOCUTb YacTo 3 Lux IP-agpec
34IMCHIOETbCA HECAHKLIOHOBaHMM BXig B CucTemy.

v’ BXig nvwe i3 3aganux IP-agpec (iHAUBIAYyabHWUM cnvcok IP-agpec, 3 AKMX A403BOJIEHO
npauytoBaTh BkasaHomy KnieHTosi). MNepenik IP-agpec Hagae KnieHT.

v’ akwo K/ieHT BUKopucToByE A AocTyny Ao Cuctemu IP-agpecy iHO3eMHMX MpoBangepis
(6yBa€ 3a KOPAOHOM, A€ BUKOPUCTOBYE A5 A0CTYNy A0 CUCTeMU MiCLLEBI IHTEPHET - Mepexi),
TO HeobxigHO HagaT B BaHk 3asBy Ha BiAK/IIOUEHHS A0CTYNY A0 cucTeMu «IHTepHeT-BaHk» 3
BUKOpUCTaHHAM IP-dinbTpalis, 3a BCTaHOB/IEHOIO TUMOBOKO GOPMOIO.

YBara! PekomeHAYETbCS YTOUHIOBATU | MOrogxyBaTtu nepenik IP-agpec i3 cnyx6oto TexHiuHoi
nigTpUMKM BaHky. FKLWo BUKOPUCTOBYETLCS BeMKMM nepenik IP-agpec abo IP-agpeca nocTinHo
MIHSETLCA B paMKaXx Jjiana3oHy, TO peKOMeHAyEMO BKa3yBaTu AianasoH IP-agpec 3a 40NOMOrol Mackum
mepexi. 3asiBa A/19 akTMBaL,il cepBicy NignncyeTbcst ocobamm, yNOBHOBAXEHMMM Ha MNiJNUCaHHS
A0roBopis 3i cTopoHu KnieHTa.

YBara! KnieHT 3060B's13aHWIM 03HaMOMUTHM BCiX CBOIX CNiBPOBITHMKIB, L0 MalOTb NPaBo Ha poboTy B
CucTemi, 3 yMmoBaMum obMexeHOro A0CTyny 3 BKasaHMX poboumx cTaHL i (komn'toTepis) i Hece MOBHY
BiANOBIAANbHICTb 33 Le.

4. HA,£|,3BI/I‘-IAI7IHI OBCTABUHU

4.1. Tpy BUHWKHEHHI HaZ3BMYaMHUX, aBapiNHKMX, iHLWMX HECTaHAAPTHUX 0BCTaBWH, ki 3aBaXatoTb
pO6OTi MO 34iMCHEHHIO €1EKTPOHHMX NIATEXIB, Y4aCHUKM NAATEXiB HEralHO NOBIZOMASIOT OAMH
OZHOro Mpo L,i 06CTaBUHM Ta BXMBAIOTb 3aX0AiB A0 iX AikBigauii. Mig vac 4ii Hag3BMYaHNX 06CTaBMH
KnieHT Moxe 3aiMcHIoBaTM pob0oTy 3 BaHKOM 3a 40NOMOroto NanepoBUX NAATIKHUX AO0KYMEHTIB.

KJIEHT: ( )
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