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([Ana kopriopamusHozo 6izHecy)

Mpasuna po6oTtu B cucteMi “InTepHeT-baHk”
1. BUKOPUCTAHHA CUMCTEMW ENEKTPOHHOIO OBCJTYTOBYBAHHA

1.1. baHK HaJA€ MOXIMBOCTI 3LiMCHEHHS onepaLii Mo paxyHkax KnieHTa 3a JONOMOroK cUcTeMu
€/1eKTPOHHOro 06CNyroByBaHHSA «lHTepHeT- baHk» (gani — Cucrema).

1.2. 3 MOMeHTY nogaHHs y nncbMoBin dopMmi CepTndikaTty BiAKPUTOro KKOYa €NEKTPOHHOrO nignucy
(@ani - EM) y Cucremi , Ha miacTasi nignucaHoro Jlorosopy CtopoHamu, onepawii no paxyHkax
KnieHta 6yayTb BUKOHYBATUCh HA MiACTaBi €1eKTPOHHOrO NAATKHOIO AoKyMeHTy (gani - EMNMO), wo
rotytotbcs KnieHTom Ta nepegatotecs Cuctemoto y baHk.

1.3. MNMpwu nigkntoyeHHi go Cuctemu , baHk HanawTosye nocnyry IP-dinbTpawis 3 HagaHHIM poctyny
Tinbku 3 IPagpec npoBariaepis, WO po3MilleHi Ha TepuTopii Ykpainu. [lng sigknoyeHHs IP-
dinbTpavii, KnieHT noBMHEH NoaaTtn 3asBy Ha BigKMOYEHHS AOCTYNY A0 cucTeMu «lHTepHeT-baHk» 3
BMKOPUCTaHHAM |P-dinbTpauii, a 4n1g NoBTOPHOro NiakayeHHs o nocnyrm IP-dinetpauis, KnieHt
NOBMHEH NOAATHU 3asBY Ha JOCTYN A0 cUCTEMMU «IHTepHeT-baHK» 3 BUKOPUCTaHHAM |P-dinbTpadii.

1.4. KnieHT popy4yae baHKy BMKOHYBaTK QiHAHCOBI onepauii Mo MOro paxyHkam, BiaKpuTUM B BaHky,
Ha nigcrasi EM/A, otpumanmx baHkom no CucteMi Ta 3aBipeHMx 3apeectpoBaHuMu B baHky El ocib,
L0 MAKTb NPaBO MiANMCY pO3PaxyHKOBUX AOKYMEHTIB.

1.4.1. Cepgic «[ucTaHLiMHa 3aMiHa K/to4Ya» NpU3HAYEHUI Ons BifAaneHoi 3aMiHu aitovoro kntoya El
6e3 BifBiayBaHHS BaHKy. 3a 4OMOMOroOK CEPBICY MOXHA 3aMiHUTM TiNIbKM TOM KK, SIKUM
KopucTyBau yBinwos B APM Web-baHkiHr. B pe3ynbTaTi AMCTaHLUiMHOT 3aMiHM Kntova byaoe
3reHepoBaHo HoBuI kntod EM, ans skoro MMIb BnacHuka, rpyna nignucy i cyma nimity 6yaoyTte
aBTOMATUYHO NepeHeceHi 3 NOTOYHOIO KkoYa.

1.5. baHk npuiMae Ha cebe 060B’93KM NO MOTOYHOMY 06CYroByBaHHIO Kni€HTa 3 BUKOPUCTAHHAM
Cucremu, a caMe: NpUIAMAE Ta BUKOHYE AopydeHHs KnieHTa, obopmieHi BiANoBiAHO [0 BUMOT
Norosopy, Mpasun po6oTtn B CucTeMi Ta HOPMATMBHO — NPABOBMX AOKYMEHTIB HaLioHanbHOro
6aHKy Ykpainu, y surnaai EM/MO, Ha 34icHeHHS onepauin no paxyHkam KnieHTa, nepeaae KnieHty
BMMWCKM MO MOr0 paxyHKaM Yy BUrNA4j eNeKTPOHHOro AOKyMeHTy (gani — EN), Tekctosi EL,
iHpopMaLiiHy Ta JOBIAKOBY iHQOpMaLUito.

1.6. o nocnyr, 9ki MOXyTb HagaBaTuck KnieHty kopuctyBady Cuctemu, 3a Moro 3asBoto, Hanexartb
nocnyru:

1.6.1. BukopuctanHsa Cuctemu - «IP-@inbTpauia», wo no3sonse ooMexutn goctyn KnieHTiB Tinbku 3
BM3HaueHux IP-agpec abo yiTko BKasaHoi rpynu IP-agpec Ta/abo no3sonse Bxig nuwe 3 IP-agpec
YKpaiHCbKMX NpOBanaepis;



1.6.2. 3rigHo 3 pitounmum Tapudamm banky, baHk 3abe3neuye KnieHTa npuCTPOEM Ang 3aXMCTy HOCIIB
Knto4yoBoi iHdbopmauii - USB-TokeHoM B CucteMi, SkMii peKoMeHL0BaHO BUKOPUCTOBYBATU ANis
reHepauii 0cobncTnx cekpeTHux kntodis EM;

1.6.3. cepBic «baratodakTopHa aBTeHTUdIKaLis» (Mpouenypa BCTAHOBEHHS aBTEHTUYHOCTI
KopwcTyBaya npwm Bxoai Ao Cuctemn 3a LONOMOroK BBEAEHHS OAHOPA30BOro WeCTU3HAYHOrO
Naposo A0 CnewianbHOro 4oAaTKOBOro Nons, SKUM HanpaBnseTbCa y BUrNani SMS-noBigomieHHs Ha
BKa3aHui KnieHToM Homep MobBinbHOro tenedoHy i Ma€ 06MexXeHun TepMiH aii -3 xB.);

1.6.4. cepBic «niaTBEPAXKEHHS NAATKHUX OOKYMEHTIB 0AHOPA30BUM Naponem» (npouenypa
BBELEHHS OQHOPA30BOro LWeCTM3HAYHOMO MAPOJIK0 Ha NeBHi naaTexi Bif 3a3HavyeHoi KnieHToM cymu
[0 CcreuianbHOro A0AATKOBOrO MONS, SKMM HanpaBasSeTbCs y BUrNaAi SMS-noBigoMneHHs Ha
BKa3aHui KnieHToM HoMep MoBinbHOro TenedoHy i Mae 06MeXeHU TepMiH Lii -3 XB.);

1.6.5. cepBic «nigTBEPOXKEHHS NIATKHUX OOKYMEHTIB 3 YpaxXyBaHHAM LOBigHUKA AOBIPEHUX
OTpMMYBaYiB» (HaNALWTYBaHHS 3AIACHIOETHCA KNIEHTOM CaMOCTIMHO, NicAa HaAaHHS A0CTyny A0
cepsicy);

1.6.6. «OTpMMaHHS iHbOpMaLLii Npo CTaH paxyHKy y Burnaai SMS - noBigoMneHHs, 3a 4ONOMOTo
3ac06iB MOBINBLHOIO 3B’A3KY / MOLWTOBOrO €NEeKTPOHHOMO MOBIAOMIEHHS HA e-mail» (HanalwTyBaHHA
30iMCHI0ETLCA KNiEHTOM CaMOCTIMHO, NiCNS HAAAHHA AOCTYNy A0 Cepsicy).

1.7.Y pasi 34iicHeHHS onepauin 3a ponomoroto CuctemMn 6e3 BUKOPUCTAHHS MPUCTPOLD AJ1 3aXUCTY
HOCiiB KNtO4OBOI iHPopMauii, KnieHT 060B’93KOBO BUKOPUCTOBYE NOCAYrY, BU3HayeHy n.n. 4.9.1 n.4.9
umx Mpasun.

1.8. KnieHT Hece BiANOBiAaNbHICTb 32 HanexHe 0OPMJIEHHS, LOCTOBIPHICTb Ta BiAMNOBIAHICTb
BMMOraM YMHHOIO 3aKOHOAABCTBA MAATIXKHUX AOKYMEHTIB, HadicnaHMx baHKy 0 BUKOHaHHS 3a
nonomoroto Cucremu.

1.9. bank npwuiiMace ENM/ B HaLioOHaNbHiM Ta iIHO3EMHIM BanoTi Ta MPOBOAMTb iX NPOTArom
onepauinHoro yacy 3rigHo n.1.15.

1.10. Ha migcTaBi BUNMCOK 3 paxyHKiB, AKi HAAX0AATb 3 baHky, KnieHT KOHTPO/OE BipHiCTb
BMKOHaHHA baHKOM MOro nopy4yeHs.

1.11. Yci onepaluii 3a e1eKTpOHHMMM NAATEXAMM NPOTOKOIOTLCA BiANOBIAHO PErNAMEHTY,
BCTaHOBNeHOMY baHkoM. [poTokonu onepauin € 4AOKYMEHTaMMU, L0 NiATBEPAXKYIOTb HASIBHICTb Ta
NpaBOMIpHICTb NATEXIB.

1.12. Uen [Jorosip He BiAMIHAE NNATKHMUX iIHCTPYKLIM, WO 06po6nsaoTbcs B yCTAaHOBNEHOMY NOPSAKY,
y BUNAaAKax:

v/ BigMOBM 3ac06iB KOMYHiKaLii;

v' BigMOBM 3acobiB 06UMCNIOBaNbHOI TEXHIKM aK KnieHTa, Tak i baHka.
1.13. MNpoBefeHHS BCiX NOTOYHUX OMepaLii Ta OTpMMaHHS BCi€i iHdpopmauii no Cuctemi
30iNCHIETECA KNIEHTOM B peXXuMi OHNIaMH 33 AONOMOrol Mepexi IHTepHeT nij Yac CeaHciB 3B’A3Ky 3
baHkom. Mpu uboMy npoTokon nepepauyi iHpopmauii B CucteMi € https, Wo € MiXKHapoaHUM
CTaHOAPTOM.

1.14. Bci poBiaHuku, wabnouun ENA, EN nicns ix 36epexeHHs], a TakoX BUMUCKKU Ta Byab-aKa iHLWA
iHbopMauia B CucteMi 3HaxoasTbca B baHKy Ta goctynHi ong pobotm KnieHTy Tinbku nig vac
NpoBeAeHHS aBTOPU30BAHMUX CEAHCIB 3B’3KY 3 baHKOM yepes Mepexy |HTepHeT.



1.15. Mpwuitom ENQ, Big KnieHTa 34iMicHI0ETbCS baHKOM NOCTiAHO B aBTOMaTM30BaHOMY PEXMUMI.
baHK 34iMCHIOE CNMCAHHS MPOLIOBMX KOLWWTIB 3 MOTOYHOrO paxyHKy KnieHTa 3rigHO AOKYMEHTIB, ki
Haainwnu oo banky no Cuctemi BignoBiaHo Ao MpaBma Ta 3aranbHUX YMOBM KOMMIEKCHOIO
6aHkiBCbkoro obcnyrosyBaHHs ( a5 kopnopamusHo2o 6i3Hecy) Npu 3MiHI pexxuMy 06CyroByBaHHS
BiANOBIAHO 3MIHIETLCA YaC NpMMOMY AOKYMeHTIB. KnieHT dopmye Ta nepenae B bank EM/
HeobxigHoro suay. Micns otpumanHa EMNL baHk 34icHIOE 1oro nepesipky Ta npuiimae EMMA oo
BMKOHAHHS.
MpuunHamu onsa BigMoBM Big BUKOHAHHS bankoM ENM KnienTa €:
v' BigcyTHicTb B EM[ 3apeectpoBaHoro EMN KnienTa;
v' HeBipHi abo HenoBHi peksi3utu EMNMI;
v/ HepocTaya iHbopMauii Ta HeobXigHMX AOKYMEHTIB MO onepauii, Wo 34iiMCHI0ETbCS KnieHToM,
y BUNagkKax, nepeadayeHnx 4ito4nMm 3aKOHOLABCTBOM,;
v' MOpYLIEHHS Ail0Y0ro 3aKOHOAABCTBA, HOPMATMBHUX fO0KyMeHTiB HBY abo baHky, BuMor
Horosopy Ta MNpasun. Ons BiaknmkaHHa nepenaHoro B bank EMNJ KnieHT dopMye KnonoTaHHS
Ha BiaknukaHHs EMNMI, ake baHk npuiMae Tinbku B TOMy BMNaaKy, skuwo EMM He BUKOHaHWI
[0 LbOro Yyacy Ta baHk Ma€ TeXHiIYHY MOX/UBICTb BIAMIHUTM MOr0 BUKOHAHHSI.

1.16. KnieHT He Ma€ npaBa BHOCUTK Byab-SKi 3MiHM Yy HaJaHe MOMy NporpamHe 3abesneyeHHs abo oo
KOMMEKCY AOKYMEHTaLii 6e3 NMCbMOBOIo NOroaxeHHa baHky. 3apaxeHHs NporpaMHUMK “Bipycamu”
ab0 NOpYLEHHS LiNICHOCTI MporpaMHoro 3abesneyeHHs B HACNigok HepbanbcTea abo
HEKOMMETEHTHOCTI BiANOBIfaNbHUX CNiBPOBITHMKIB Kni€HTa, BBAXAETLCA MOPYLUEHHSIM L€l YMOBM.

1.17. CTOpOHM BCTAHOBIOKTb, WO HagaHi KnieHTy 3rigHo [LoroBopy nporpaMHo-TeXHi4Hi 3acobu Ta
LPYKOBaHi MaTepianun po3rngaaarTbcs 9K CEKPETHI Ta iX cyBope 36epexxeHHs NOBUMHHO ByTH
3abe3neyeHe B LOCTATHIN Mipi. B 3B’a3Ky 3 UMM, BCi NocafoBi 0cobu KnieHTa, 9Ki MatoTb 40 HUX
LOCTYN, NOBMHHI MOBOAUTUCH 3 HUMU HANIEXXHUM YMHOM Ta YTPUMYBATUCDb Bif, iX pO3rosioweHHs abo
KOMitOBaHHS y Oyab-aKOMY BUINALI.

1.18. baHk MOXe NpoBOAMTHM 3aMiHY MPOrpamMHOro 3abesneyeHHs Ta iHCTPYKTMBHMX MaTtepianis npu
30inblUEeHHI KiNbKOCTI iHPopMauii. 3aMiHa NPOBOAMTLCS NAAHOBO, B NOrogeHi 3 KnieHTom TepMiHu.

1.19. baHk 3abe3nevye onepaTMBHE PO3'CHEHHS Ta KOHCYbTALi 3 NMUTaHb, NOB'A3aHMX 3
ekcnnyarauieo Cucremu.

1.20. Ha BuKkoHaHH$ n.2.26. MpaBmn KnieHT Hapae 3roay Ta gopy4vae baHKy caMOCTiMHO 34iMCHIOBATH
nepekas (CMMCaHHS) KOWTIiB 3 paxyHKy (-iB) KnieHTa Ha onnaTy BiANOBIAHMX AOAATKOBUX NOCAYr
baHKy, B po3Mipi Ta CTPOKK, BU3Ha4YeHi Tapudamu baHky.

2. TEXHONOTMA TA MOPAOOK OD®OPMJIEHHA MNATDKHUX AOKYMEHTIB

2.1. ENA, gki HapatoTbcsa KNieHTOM, MOBMHHI MaTu peKBi3WTK, BKasaHiy IHCTPYKLUii npo 6e3roTiBKOoBI
poO3paxyHKu B YKpaiHi B HaLiOHaNbHIl BaMOTi KOPUCTYBAYiB NIATIKHUX NOCAYT, 3aTBEPAXKEHOI
MoctaHogoto MNpasniHHg HauioHanbHoro 6aHky Ykpainm N2 163 Big 29.07.2022 p. (i3 3MiHaMu Ta
[LOMOBHEHHSIMM), fani 3a TEKCTOM - [HCTpyKU,iq.

2.2. ins 3ab6e3neyeHHs NOBHOBAXHOCTI MAATEXY Ta MOro KOHMIAEHLIMHOCTI BUKOPUCTOBYHOTLCS
anapaTtHo - NPOrpamHi 3acobu, ski 403BONAOTb BUPOONATH aBTOpU3aLito chopMoBaHux EMN/L 3a
[LONOMOrOK0 NePCOHANbHUX KNHOYOBUX HOCITB. [TOPSAOK BUKOPUCTAHHS CEKPETHUX K/KOYIB OMUCAHUI Y
Hopatky N24.1. no NpaBun Ta 3araibHMX YMOB KOMMNEKCHOrO 6aHKiBCbKOro 06C/1yroByBaHHSI.



2.3. 3B'a30k KnieHTta 3 baHKOM 3A4iMCHIOETBCS 33 AONOMOro Mepexi [HTepHeT Npu 3aCTOCyBaHHiI
Cucremun. Knient rotye EMNA, nignucye roro i Hapcmunae y bank. MNpun HapxooxkeHHi Big KnieHta
nianucanui EMNL posnakoByeTbCs, po3WNMGPOBYETLCS Ta NepenaETbes Ansa 0bpobkm Ha
aBToMaTu3oBaHe poboye Mmicue (aani - APM) onepauioHicTa, ikuii 06CnyroBye paxyHoK KnieHTa. MNpwm
06pobui Ha APM onepauioHicTa y pexxuMi "EneKTpOHHI LOKYMEHTH", nnaTexi NpoxoasaTe nonepenHin
KOHTPO/b 33 GOPMaNbHMMU 03HAKAMM 3riJHO 3 [HCTPYKLIEHD.

2.4. Micna nonepeAHbOro KOHTPOJO MAAaTexi CTalTb AOCTYNHMMM AN 06pobku daxisuto baHka, wo
NPUIAMAE pilleHHs Npo iX akuenT. Y BUNaaKy BiZMOBM Bif, aKLENTY NAATEXY, IKMIA He MPOMLIOB
nonepeaHbOro KOHTPOJIo abo 3a pilweHHaM daxiBug, GOPMYETbCS KBUTAHL,iS 3 BiAMNOBIAHUM KOLOM
NOMMUIIKK, 9Ka 3a gonoMoroto Cnuctemun Hapgcunaetbcs KnieHty ang aHanisy. Bunpaeneni EMMO Knient
MOXKe BignpaButn y baHk ans 06pobku.

2.5. Ha EMNM, ski npoiwnu nonepeaHi KOHTPOb Ta NPUMHATI A0 onaath, GOPMYIOTbCS KBUTAHLT,
AKi Bigcunatotbca Knienty anga 3Bipku. Ha ui gokymeHTH daxiBeub baHKy 3 4OMOMOrow BianoBigHMX
anapaTHO-NpOorpaMHMX 3acobis GOpMye eNeKTPOHHI 3anNncK Ans NporpaMHOro KOMMIeKcy
"OnepauinHnin aeHb banky". Y noganswomy 3 EMNM KnieHTta 34iMcHIO0OTLCS onepauii BiAnoBigHO 3
BCTAHOBMIEHWMM NOPSLKOM A9 BHYTPiWHbOOAHKIBCbKMX Ta MiXXOaHKIBCbKMX NIATEXIB.

3. MPABUNA IHOOPMALLIMHOI BE3MEKM

3.1. inga 3abe3neyeHHs 6e3ne4Hoi poboTn B CUCTEMi peKOMEHA0BAHO AOTPMMYBATUCh HACTYMHUX
npasun:

- YTPMMYBATUCH BiJ BUKOPUCTAHHS KOMIM'KOTEPA, 3 IKOrO BUKOHYETbCS poboTa B CucteMi ans po3sar
Ta cepdiHry B Mepexi IHTepHer;

-BCTAHOBWTM aHTUBIpYCHE MporpamHe 3abe3neyeHHs, perynsapHo NOHOB/IOBATM aHTMBIPYCHY 6a3y Ta
NOCTIAHO NPOBOAMTM NEpPeBipKY CUCTEMM Ha HAasABHICTb BipyCiB Ta WMNMUIYHCbKUX NpOrpaM (TPOosiHiB,
Kennorepis Ta T.Mn.);

- 0OMeXuTM JOoCTYN A0 KOMM'KOTepa CTOPOHHIX 0Cib, 9K di3MYHMIA, TaK | MEpPEXEBUN;

- He TpMMATH 0COBMCTI (CEKPETHI) K/OYi B AMPEKTOPIAX XXOPCTKOr0 AMCKY KOMITHOTEPA, a TiNlbKX Ha
30BHiLWLHIX Hociax ( USB dnew Hakonnuysayi, USB- TokeHu, TOWO ) Ta 3abe3neuntu ix HaainHe
36epiraHHs;

- 0N YHEMOX/IMBEHHS BUKPAAEHHS (KOMNit0OBaHHSA) TAEMHOTMO K/104a peKOMEHAYEMO
BMKopucToByBaT USB - TokeH;

- nicng 3akiH4eHHs po6oTn 3 CucTemMoo 060B’I3KOBO BMIMMaTK 30BHiWHI Hocii (USB ¢new
Hakonuuysadi, USB- TokeHu, TOLLO) 3 CEKPETHMMM K/H0YaMU C CUCTEMHOTO 610Ky KOMM'HOTEpPa;

- He po3roJ/ioWyBaTh Naposi AOCTyNy A0 TAEMHUX KITHOYiB, HE 3aNMCyBaTH iX Ta He 36epiraTn pa3om 3
HOCieM KNto4oBOi iHDOpMaLi;

- BCTAHOB/HOBATU NMOHOB/IEHHS 6e3nekun onepawinHoi cuctemu (6axkaHo B aBTOMATUYHOMY PEXUMI);

- HaNawTyBaTK ornsgay Mepexi IHTepHeT, a came 3a60pOHUTU: aBTOMATUYHE 3aBaHTaXeHHS (ainis 3
Mepexi [HTepHeT, aBTOMaTUYHUI 3anycK PanniB 3 Mepexi |HTepHeT, 3aBaHTaXXeHHS He MignucaHux
enemeHTiB ActiveX;

- HEe MpauloBaTM HAa KOMM'IOTEpPI 3 NpaBaMu aaMiHiCTpaTopa;



- Y BUNaaKy KoMmnpoMeTaLii abo cnpobu koMnpomeTau,ii cekpeTHMX Ko4iB abo koMn’ioTepa,
3BiNbHEHHS BigNoBiganbHoro cnispobiTHmka abo IT cneuianicta Knienta, akmii MaB goctyn Ao
BKA3aHOro KOMM'ioTepa abo CeKpeTHMX K/oYiB He0bXigHO TepMiHOBO NOBiAOMMTM BaHk gng
3abnokyBaHHs kntoviB El, 3reHepyBaTh Ta 3apeecTpyBaTu HOBI kntodi El;

- Npu 6yab-aKin nigo3pi npu poboti 3 Cnuctemor - HeobxigHO TEPMIHOBO NOBIAOMUTU baHk ans
3abnokyBaHHs kntodiB ElN Ta 3reHepyBaTt Ta 3apeectpyBaTh HOBI Ktoudi ElM;

- YBXXHO CNiAKYBaTK 3@ NOBIAOMNEHHSIMMU, O BUBOASATCS HA MOHITOP KOMM'KoTepa npu poboTi B
Cucremi. Y BMnaaKy HEBIiAMNOBIAHOCTI iX TUM, SIKi BUBOASTLCS 3a3BMYaAM — NOBIAOMUTM BaHK.
MpnknagoM HeBigNOBIAHOCTI MOXe CAYryBaTH: HETUMOBE BIKHO 3 iHLWWM NOroTMNOM, Npu BMBOPI
K/1t04a He BifobpaXKa€eTbCs Ha3Ba K/1to4a, MPOXaHHS BCTAHOBUTHM Nifo3pine nporpamHe 3abesneyeHHs,
TOLWO;

- Npu poboTi Yyepe3 caT CucTeMu 3BepTanTe yBary Ha agpecy caiTy. BoHa NOBMHHA NOYMHATUCHE Ha
https — WO CBiAYMTb NPO 3axXMLLEHE 3'€EAHAHHS;

3acTepeXxXeHHs: baHK HiKOK He 3AiMCHIOE PO3CUNKY e/IEeKTPOHHUX IUCTIB 3 NPOXAaHHAM HaAATH
KOHiaeHUiHy iHdopMauito (naponi, 4OCTYN A0 CEKPETHUX (0COBUCTUX) K/HOUIB, TOLLO) abo TaKuX,
LLLO MICTATb KOMM'IOTEPHI Nporpamm.

3.2. PekoMeHzaLii no CTBOpPEHHIO HaginHMX (CTiknx) naponis. MNpu Bnbopi napons KopucTyBayesi
HeobXxigHO KepyBaTUCA 3aNPONOHOBAHMMM MPABMUNAMM:

v/ He BMKOPMCTOBYBATH aTpMBYTM KOPUCTYBayYa - iMeHa i Npi3BuLLA KOPUCTYBaYiB, NaM'ATHI AaTu
i Byab-gKy iHLWY AOCSXKHY iHdDOpMaLito (Hanpuknaa, HoMepu TenedoHiB, agpecu i TOMy
noaibHe);

3a60pOHEHO BMKOPMCTAHHA KOMBiHALIi cMMBONiB / 3HAKiB 3 Knasiweto Ctrl;

naponi MOBMHHI CKNaaaTUCS WsSxoM KOMOiHauii ABox abo Binblue chig; -

[OBXMHA Napons NOBMHHA CKNAgaTH He MeHwe 8 CMMBONIB;

AN NI

naposib MOBUHEH MiCTUTU HE MEHLU 3-X 3 4-X HACTYNMHUX CUMBOJIIB — BENIUKI , MANIEHbKi
nitepu, undpu, CNeLcMMBOU;

v/ 3a00pOHEHO BMKOPUCTOBYBATM C/I0BA 3 peasibHUX i BUraJaHUX CIOBHUKIB ; Naposb
HeobXiaHO 3MiHIOBaTK He piawe HixX KoXHi 30 kaneHaapHux gHiB. OAMH 3 MOXIMBUX
BapiaHTiB (NpuKnaais) BMOOPY Napons: CKNaaiTb CNMCOK NPOCTUX CIiB, HANPUKIAA, KBITKa,
apKyL, pyyKka i Tak gani BubepiTb nepui Tpm 6YKBM i 3aranbHy KinbKicTb OYKB B CNOBaX;
06'egHaETe OTPUMAHI pe3ynbTaTi, AofanTe oaHy UMdpY i OAMH i3 cneuianbHUX CUMBONIB
("&{([-_@)1}$% !/ ;., 2+-=) i 3p06iTb OAHY 3 BYKB BEAMKO; NPU 3MiHi napons
BMKOPUCTOBYMTE NpMBeAeHi pekoMeHaauii 3 iHwum HabopoM cnis. Mpuknaa: a6nyko, rpywa i
HabepiTb iX B TATUHCBKOMY pETiCTpi.

YBara! He BuKopuCTOBY#HTE K MAapo/b HaBefeHi npuknaan! besyMoBHO, Ans CTBOpEHHS naposns
MOXYTb BUKOPUCTOBYBATMCS iHLWIi METOAM CTBOPEHHS HALIMHOro Napons, ane BMbpaHUi Naponb He
Ma€ ByTu cnabkiwe 3anponoHOBaHOI Mipu CTIMKOCTI.

YBara! [am'aranTe, Wo Hi 3a 9kMX 06CTaBnH Baw naponb He Mae 6yTH BiAOMUIA TpeTiM 0Cco6aM, HiXTO
He Ma€ npaBa BMMaraTtu Big Bac po3kpuTTsa napons, HaBiTb CMiBpOGITHUKM BaHky.

3.3. BukopucTaHHS NpUCTPOI0 3aXMCTY HOCIiB KNto4oBoi iHdopmauii «USB-TokeH» B CucteMi. Knienty
pekoMeHA0BaHO BuKopucTtoByBaTu USB-TokeH ang reHepauii ocobuctmx kntovis EM. USB-TokeH
reHepye 0CobUCTi CEKPETHI KNoui BcepeamHi cebe, 3abe3neyye ix 3axmueHe 36epiraHHs i popmye



EMM nip, enekTpOHHUMU fLOKYMeHTaMu ycepeauHi npuctpoto 3rigHo OCTY 4145, Migrpumka USB-
TOKeHiB 3abe3neyeHa Ans BCbOro CnekTpy HacTinbHux naatpopm — Windows, Linux i Mac OS X.
PoboTta USB-ToKeHiB NigTpMMYETbCSA 32 OCHOBHUMMM KaHanaMu 06CyroByBaHHSA KOPNOPaTUBHUX
KnieHTiB cuctemu «ibank 2 UA». Y ogHomMy USB-TokeHi Moxe 36epiratmucs ao 64-x ocobmctmnx
KntodiB. Moxnuee 36epiraHHsa ocobuctux kntodie ElN BignosiganbHMx cniBpobiTHMKIB
KOPNopaTMBHUX KITiEHTIB. 3abe3nevyyeTbcsq ogHOYacHa poboTa Biapasy 3 AeKinbKoMa NifKIKYEHUMU
[0 kKomn'totepa USB-TokeHaMi.

3.4. BukopucTtaHHs cepsicy IP — dinbTpauis

3.4.1. NigkntoyeHHs, BigkntoveHHs cepsicy IP — dinbTpauis. Y Cuctemy BOya0BaHMIM MEXAHI3M
obMeXXeHHs [OoCTyny KNieHTiB 3aaaHuMm IP-agpecamu. Ins nocuneHHs 3axogis 6e3neku B pasi
NOCTiMHOT poB0OTH 3 OAHMX POBOUYMX MiCLb pEKOMEHAYETHCA NiAKAUYNTU cepBic IP-dinbTpauis B
Cucremi. laHni MexaHi3M obMexeHHs goctyny no IP-agpecax € iHAMBIAYaNbHUM A1 KOXKHOMO
Kni€eHTa i HanawWTOBYETLCA CNiBPOGITHMKOM BaHKy 33 MMCbMOBOIO 3a5BOK0 KJTIEHTA 3 3a3HAYEHHSIM
nepeniky IP-agpec komn'totepis KnieHTa, 3 9KMx 34iMCHIOBAaTUMETLCS NiaKNodeHHs o Cuctemu.
Akwo cnpoba Bxopny B APM 30iiCHIOETBCS i3 He 3aa4aHOoi IP-agpecu, BUOAETbCS NOBIAOMIIEHHS NPO
nomMunky «octyn 3abopoHeHuin», BXig B APM HEMOXNMBUIA. ICHYE MOXIMBICTb HAaNALTYBAHHS
obmexeHHs Bxoay B CMCTeMy, BUKOPUCTOBYHOUM HACTYNHI IP-dinbTpu:

v BXxig nuwe 3 IP-agpec yKpaiHCbKMX NpOoBaiAepiB. 3aCTOCOBYETLCS A1 OOMEXEHHS [OCTYny
no Cucremn 3 IP-agpec 3apybidxkHMX NpoBanaepiB, OCKiNbKM LOCUTb YacTo 3 uux IP-agpec
3[iMCHIOETbCS HECAHKLLIOHOBaHWMM BXia B Cuctemy.

v’ BXig nuwe i3 3apanux IP-agpec (iHavBigyanbHuit cnncok IP-appec, 3 SkMx A03BONEHO
npautoBaTv BkasaHoMmy KnieHToBi). MNepenik IP-agpec Hapae KnieHT.

v' akwo KnieHt BukopucToBye ans poctyny o Cuctemu |IP-agpecu iHo3eMHMX NpoBaiaepis
(6yBae 3a KOpAOHOM, fie BUKOPUCTOBYE Ans goctyny Ao CuctemMn MicLeBi iHTEPHET - Mepexi),
TO He06XiAHO HagaTv B baHK 3asBY Ha BiAKIOUYEHHS JOCTYNY A0 CMCTeMU «|lHTepHeT-BaHk» 3
BMKOPUCTaHHAM |P-dinbTpaLis, 3a BCTaHOBNEHOK TUNOBOK GOpPMOL0.

YBara! PekoMeHAYETbCS YTOUHIOBATH | MOromykyBatu nepenik IP-agpec i3 cnyx6ot0 TexHiYHoi
niaTpUMKM baHky. SKLL0 BUKOPUCTOBYETLCSA Bennkuin nepenik IP-agpec abo IP-appeca nocrifiHo
MIHSIETbCS B paMKaXx Aiana3oHy, TO peKOMeHAYEMO BKa3yBaTK Aiana3oH IP-aapec 3a sonoMoroto
Macku Mepexi. 3asBa Ans akTMBaLii cepBicy NiANMCYETbCS 0CO6aMM, YNIOBHOBAXEHMMU HA
NiANMCaHHS JOroBOpiB 3i CTOpOHM KnieHTa.

YBara! KnieHT 3060B'93aHMIN 03HAMOMUTH BCiX CBOIX CMiBPOBITHUKIB, WO MalTb NpaBo Ha poboTy B
Cucremi, 3 yMoBaMun 06MeXEHOro AOCTyny 3 BKa3aHUX poboumnx CTaHLil (KOMN'IoTepiB) i HeCe NMOBHY
BiANOBIAANBHICTb 33 LE.

4. HALL3BUYANHI OBCTABUHM

4.1. MNpu BUHWKHEHHI HAaA3BMYANHMUX, aBaPiMHMX, IHWMX HECTAaHAAPTHUX 0BCTaBMH, SKi 3aBaXatoTb
po6OoTi NO 3AiMCHEHHIO eNeKTPOHHMX NNATEXIB, YY4aCHMKM NNATEXIB HEFAMHO NOBIAOMAAIOTL OOMH
OOHOro Npo Ui 06CTaBMHM Ta BXMBAKOTb 3aX04iB A0 iX Nikeigauii. Mg vac aii Haa3BMYANHUX
obcTaBmH KnieHT Moxe 34iicHI0BaTH poboTy 3 baHKOM 3a LONOMOro nanepoBux MAATKHUX
LOKYMEHTIB.

KNIEHT: ( )
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