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Jlodamox 4 0o Mpasua ma 3a2anbHUX yMO8
KOMNAEKCHO20 baHKIBCbKO20 06CY208YBAHHSA
(0ns mano2o ma cepedHb020 bi3Hecy)
MpaBusa pobotu B cuctemi “IHTepHeT-BaHK”

1. BNKOPUCTAHHA CUCTEMUW EJIEKTPOHHOIO OBCJ/IYTOBYBAHHA

1.1. bBaHK Hagae MOX/IMBOCTI 3ZiMCHEHHS onepaLi No paxyHkax KnieHTa 3a AOMOMOrol CUCTEMU e/eKTPOHHOrO
obcnyroByBaHHs «lHTepHeT- BaHk» (aani — Cuctema).
1.2. 3 MOMeHTY NoJaHHA Y nucbmoBilt dopmi CepTudikaTy BiJKPUTOro K/oYa eneKTPOHHOro LUppoBOro mignmcy
(gani — EM) y Cucremi , Ha nigcTtasi nignmucaHoro Joroeopy CtopoHamu, onepaliii no paxyHkax KnieHTta 6yayTb
BMKOHYBaTUCb Ha MiACTaBi €1eKTPOHHOro naaTiXHOro AokymeHTy (gani - EMA), wo rotyiotbca KnieHTom Ta
nepegatoTbc Cuctemoto y baHk.
1.3. [pwunigknoyerHi go Cuctemn , Bank HanawTosye nocayry IP-dinbTpayis 3 HagaHHAM gocTyny Tinbku 3 IP-agpec
npoBanAepis, W0 po3milleHi Ha TepuTopii YkpaiHu. [ns BigknoyeHHs IP-dinbTpalii, KnieHT noBuHeH nogatu 3asBy Ha
BiAK/MOYEHHS JOCTYNY A0 cUcTEMU «IHTepHeT- BaHk» 3 BUKopUCTaHHAM IP-binbTpalii, a 419 NOBTOPHOMO NiAK/OYEHHS
Ao nocnyru IP-dinbtpauis, KnieHT noBrHeH nogath 3asBy Ha A0CTYN A0 cncTeMm «IHTepHeT-BaHk» 3 BUKOpUCTaHHAM |P-
binbTpauii.
1.4. KnieHT gopyyae BaHky BUKOHYBaTK piHaHCOBI onepaLiii no Moro paxyHkam, Bigkputum B BaHky, Ha nigcTasi EMNJ,
oTpumaHux baHkom no CwucTemi Ta 3aBipeHux 3apeecTpoBaHuMmu B banky EIN ocib, wo matoTb npaBo nignwcy
pO3paxyHKOBUX JOKYMEHTIB.
1.4.1. CepBic «/JUCTaHLiHa 3aMiHa K/1toYa» NPU3HAYEHU ANs BigAaneHoi 3aMiHu gitodoro katoua EN 6e3 BiaBigyBaHHS
6aHKy. 3a Z40MOMOroL CepBiCYy MOXHA 3aMiHUTU TiZIbKW TOM KJIOY, SKUM KOPUCTYBau yBinwos B APM Web-BaHkiHr. B
pe3y/bTaTi ANCTAHLIMHOI 3aMiHK K/toya byae 3reHepoBaHo HoBWI Ko EN, gns sikoro MNIB BnacHuka, rpyna nignucy i
cyma fiMiTy 6yAyTb aBTOMaTUYHO NepeHeceHi 3 MOTOYHOr O K/toYa.
1.5.  BaHk npuimae Ha cebe 060B'A3kM No NoTouHoMy obciyroByBaHHIO KnieHTa 3 BUKopucTaHHAM CucTemu, a came:
NpUMMaE Ta BUKOHYE Aopy4veHHs KnieHTa, odbopmaeHi BignosigHo Ao Bumor [orosopy, Mpasun pobotn B Cuctemi Ta
HOpPMaTUBHO — MpPaBOBUX AOKyMeHTiB HauioHanbHoro 6aHky YkpaiHu, y surasgi EMJ, Ha 3gilicHeHHs onepauin no
paxyHkam KnieHTa, nepesae KnieHTy BUNMUCKM MO MOro paxyHKam y BUMASAI eNeKTPOHHOro AoKyMeHTy (Aani — EJ),
TekcToBi EJl, iHbopmaLiliHy Ta A0BiAKOBY iHpOpMaLito.
1.6. Jlonocayr, aki MOXYTb HaZaBaTUCh KieHTy kopucTyBavy CucTeMU, 33 MOro 3asBOLO, HaseXaTb NOCYru:
1.6.1. BukopuctaHHsa Cuctemn - «IP-dinbTpaLisy, wo go3sonse 0bMexuntn goctyn KnieHTiB TiibkK 3 BU3HaYeHUX |P-
aapec abo uiTko BkazaHoi rpynu IP-agpec Ta/abo go3Bonse Bxiz avwwe 3 IP-agpec ykpaiHCbKMX NpoBangepis;
1.6.2. 3rigHo 3 gitounmu Tapudbamum baHky, BaHk 3abe3sneuye KnieHTa NMpUCTPOEM ANs 3aXMCTy HOCITB K/IHOYOBOI
iHpopmauii - USB-TokeHoM B CuCTeMi, IKUIA peKOMeH/0BaHO BUKOPUCTOBYBATH A/t FreHepaLiii 0cobucTux cekpeTHUX
kntouis EIM;
1.6.3. cepsic «baraTodakTopHa aBTeHTUbIKaLif» (MpoLesypa BCTaHOB/IEHHS aBTEHTUYHOCTI KOPUCTYBaYa NpU BXOA
Ao Cuctemu 3a 4ONOMOro0 BBEZEHHA OJHOPA30BOro LWeCTU3HAYHOro Maposto A0 CreLiasibHOro 404aTKOBOrO Mo,
KW HanNpaBASETbCA Yy BUrASAI SMS-noBigoMaeHHs Ha BKasaHui KnieHToM Homep MobinbHoro TenedoHy i Mae
obMexeHUIt TepMiH i -3 XB.);
1.6.4. cepBiC «MiATBEPAXEHHA NAATIKHUX JOKYMEHTIB 0 HOPa30BUM Napoaem» (NpoLesypa BBeeHHSA 04HOPa30BOro
LIECTM3HAYHOrO NApPOJIO Ha MEBHI NAATeXi Bij 3a3HayeHo! KNieHToM cymu 40 cneLiasibHOro 404aTKOBOro NoAs, kMK
HanpaBASETbCA Y BUrASAI SMS-noBi40OMEHHS Ha BKasaHW KnieHToM HoMep MobinbHOro TenedpoHy i Mae obMexeHuN
TEPMIiH 4ii -3 XB.);
1.6.5. cepBiC «NiATBEPAXEHHA MNAATDKHUX AOKYMEHTIB 3 ypaxyBaHHAM JOBiJHMKA /AOBIpeHMX OTPUMYyBauiB»
(HanawmysaHHs 30ilicHioembcs KnieHmom camocmitiHo, nicas HadaHHA docmyny do cepsicy);
1.6.6. «OTpUMaHHSA iHPOpMaL,i Mpo CTaH paxyHKy y BUris4i SMS —noBigomaeHHs, 33 4,0MoMoroto 3acobis MobinbHoro
3B'13Ky / MOLUTOBOrO €/IeKTPOHHOr O MOBIAOM/IEHHS Ha e-mail» (HanawmysaHHaA 30ilcHIEMbCA KnieHmom camocmilHo,
nicas HadaHHs docmyny do cepsicy).
1.7. Y pasi 3gilicHeHHs onepaLin 3a gonomoroto Cuctemu 6e3 BUKOPUCTAHHS MPUCTPOKD AAS 3aXUCTY HOCIB
KMto4oBOI iHpopMaLii, KnieHT 060B’93K0OBO BUKOPUCTOBYE NOCAYTY, BU3HAYEHY M.M. 4.9.11M.4.9 Lux MpaBu.
1.8.  KnieHT Hece BiAMNOBiAa/bHICTb 3a HasiexxHe OPOPMJIEHHS, AOCTOBIPHICTb Ta BiAMNOBIAHICTb BUMOraM YMHHOIO
3aKOHO/,aBCTBa NAATIXHUX AOKYMEHTIB, HajicnaHux BaHKy A0 BMKOHaHHSA 3a gonomoroto Cuctemu.
1.9. baHk npunmae EMJ, B HauioHaNbHIM Ta iIHO3eMHIM BaloTi Ta NPOBOAUTL iX MPOTArOM onepawiMHOro Yacy 3rigHo
n.1.15.
1.10. Ha nigcTasi BUNUCOK 3 paxyHKiB, fKi HaAX0AATb 3 BaHky, KNi€HT KOHTPOJIIOE BipHiCTb BUKOHaHHS BaHkom Moro
AOpPYyYeHb.
1.11. Ycionepauil 33 eneKTPOHHMMM NaaTexaMu NPOTOKO/IIOOTLCA BiANOBIAHO per/iiaMeHTy, BCTaHOB/IeHOMY BaHKOM.
MpoToko/M onepaLii € 0KyMeHTaMK, Lo NiATBEPAXKYIOTh HAasBHICTb Ta NPABOMIPHICTb NAATEXIB.
1.12. Llen JoroBip He BiAMiHSAIE NNATIXXHUX A0OPYYeHb, L0 06pobAaOTLCSA B yCTAHOBAEHOMY NOPAAKY, Y BUNAAKaxX:

v BigMOBM 3ac06iB KOMYHiKaLT;



V' BigMOBM 3acobiB 06UMCAIOBANBHOI TeXHIKM aK KnieHTa, Tak i BaHka.

1.13. [lpoBegeHHs BCiX MOTOYHWUX OMepaLi Ta OTpUMaHHs Bci€i iHdopmauii no Cuctemi 3gincHioeTbes KnieHTom B
PeXMMi OHJIaMH 3a AOMOMOrol0 Mepexi IHTepHeT Mij yac ceaHcis 38's3ky 3 BaHkoMm. Mpu LbOMY NpPOTOKOA NepeAadi
iHpopmaLii B CucTemi € https, L0 € MiXXHaPOAHUM CTaHAIPTOM.
1.14. Bci goBiaHvky, wabnonn ENA, EM/J nicns ix 36epexeHHs, a TakoxX BUNUCKKU Ta Byab-sika iHwa iHbopmauis B
Cuctemi 3HaxoaaTbca B BaHky Ta AocTynHi A5 poboTn KnieHTy Tisbky Nig Yac npoBeseHHs aBTOPU30BaHMX CEaHCiB
3B’A3Ky 3 baHKOM yepes mepexy IHTepHerT.
1.15. [Mpwuiiom ENJ, Big KnieHTa 34iMCHIOETEC BaHKOM NOCTIMHO B aBTOMaTU30BaHOMY PeXHUMI.
BaHK 34iCHIOE CMUCaHHS MPOLLOBUX KOLITIB 3 MOTOYHOIO paxyHKy KiieHTa 3rifHO AOKYMeHTIB, siki HaAinwam fo BaHky
no Cuctemi BignosigHo Ao [MpaBWa Ta 3araZlbHUX YMOBU KOMMJIEKCHOro 6aHkiBcbkoro obcnyroByBaHHs ( Jas
kopnopamusHozo 6i3Hecy) Npw 3MiHi pexunmMy 06cyroByBaHHS BiAMOBIAHO 3MiHIOETLCS Yac NPUMOMY AOKYMeHTIB. KnieHT
¢dopmye Ta nepegae B baHk EM/ HeobxigHoro Buay. Micns oTpumanHs EMJ BaHk 34iMCHIOE 10ro nepesipky Ta npuiMae
EMNJ o BMKOHaHHS.
MpuurHamu Anqa BiAMOBU Bif BUKOHaHHA BaHkom EM/J KnieHTa €:

v’ BigcyTtHicTb B EM/] 3apeectposaHoro EM KnieHTa;

v’ HeipHi abo HenoBHi peksiznTu ENJ;

v' HepocTava iHpopmaLii Ta HEOBXigHWMX AOKYMEHTIB MO Onepauii, Wwo 34ilcHIOeTbCA KieHTOM, Yy BUMagKax,
nepegbayeHux Aito4MM 3aKOHOAaBCTBOM;

v/ MOpYLUEHHs Ail040ro 3aKOHOAABCTBA, HOPMATUBHUX AokyMeHTiB HBY abo BaHky, Bumor Jlorosopy Ta lNpasua.
Ans BigknvkaHHa nepegaHoro B bank EMJ KnieHT dopmMye knonoTaHHs Ha BigkaunkanHs EMJ, ake BaHk npuiiMac Tifbku
B TOMY BUNagKy, akwo EM/ He BUKOHaHUI A0 Lboro Yacy Ta BaHk Ma€e TeXHiYHY MOX/IMBICTb BifMiHUTU MOr0 BUKOHAHHS.

1.16. KnieHT He mMae npaBa BHOCUTU Byab-fiki 3MiHM Y HaZaHe oMy mporpamHe 3abesneveHHs abo g0 komnaekcy
AOKyMeHTaL, T 6e3 NnMcbMoBOro norogykeHHs baHky. 3apaxeHHsi nporpaMHUMK “Bipycamm” abo nopyLleHHs LinicCHOCTI
nporpamMHoro 3abe3neyeHHs B HAUTiZ0K HeAbanbcTBa abo HEKOMMETEHTHOCTI BiZNoBifanbHMX CNiBpobiTHUKIB KnieHTa,
BBAXAETbCA MOPYLUEHHAM LLi€l YMOBM.

1.17. CTOpPOHM BCTaHOBMIOWTL, WO HagaHi KnieHTy 3rigHo JloroBopy nmporpamHo-TexHiYHi 3acobu Ta ApYyKOBaHi
MaTepia/n po3riaAatoTbCs K CEKPETHI Ta iX CyBope 36epexxeHHs MOBUHHO byTu 3abe3neyeHe B JOCTATHIM Mipi. B 38'A3ky
3 UMM, BCi nocagosi ocobu KnieHTa, AKi MaloTb A0 HWX AOCTYM, MOBWMHHI MOBOAUTUCE 3 HUMW HANEXHUM YMHOM Ta
YTPMMYBaTUCh BiJ, X po3ronoLeHHs abo konitoBaHHS y 6yAb-AKOMY BUrNSA.

1.18. bBaHK MOXe NpOBOAMTWU 3aMiHy MporpamHoro 3abe3neyeHHs Ta iHCTPYKTMBHMX MaTepianiB npu 36isblieHHi
KiNbKOCTI iHpopMalLiii. 3amMiHa NPOBOAUTLCS NAAHOBO, B MOroAxeHi 3 KnieHTOM TepMiHu.

1.19. bBaHk 3abe3neuye onepaTnBHE po3'CHEHHS Ta KOHCY/IbTaLlii 3 MMTaHb, MOB'A3aHMX 3 eKcrayaTalieto Cuctemu.
1.20. Ha BuWKOHaHHS n.2.26. MpaBun KnieHT Hagae 3rody Ta Aopyvae baHKy camMoCTiMHO 3iMicHIOBaTM nepekas
(cnncaHHA) KowTiB 3 paxyHKy (-iB) KnieHTa Ha onnaaTy BiAMOBIAHUX A0AaTKOBMX nocnyr baHky, B po3mipi Ta CTpokw,
BM3HaYeHi Tapudamm BaHky.

2. TEXHONOT A TA NOPAAOK O®OPMJIEHHA NANATDKHUX AJOKYMEHTIB
2.1. ENA, ski HagaoTbca KNieHTOM, NOBUHHI MaTW pekBi3nTH, BKasaHi y IHCTpykuii npo 6e3roTiBkoBi po3paxyHKM B
YKpaiHi B HaLioHa/IbHil Ba/IlOTi KOPUCTYBAYIB NAATIXXHMX MOCAYF, 3aTBepAXeHol MocTaHoBoto MpasiHHA HalioHanbHoro
6aHKy Ykpainm N2 163 Big 29.07.2022 p. (i3 3MiHaMM Ta JONOBHEHHAMM), AaJli 3@ TEKCTOM - [HCTpyKL,is.
2.2. [lnqa 3abe3neyeHHs NOBHOBAXHOCTI NiaTexy Ta MOro KOHGiAEHLiMHOCTI BUKOPUCTOBYHOTLCA anapaTHO - MPOrpaMHi
3acobu, ki 403BO/IAOTL BUPO6ASTH aBTOpM3aLito cbopmoBaHux EMNJ, 3a 40NOMOrow NepcoHaibHUX KAKOUYOBUX HOCIB.
MopsAOK BUKOPUCTaHHS CeKPeTHUX KitodiB onncanui y JoaaTtky N24.1. fo MpaBua Ta 3arasibHUX YMOB KOMMIEKCHOIO
H6aHKiBCbKOro 06CyroByBaHHS.
2.3. 3B'A30k KnieHTa 3 BaHKOM 34iMCHIOETLCA 33 40MOMOrot0 Mepexi IHTepHeT nNpu 3actocyBaHHi Cnuctemn. KnieHT rotye
ENA, nignucye noro i Haacunae y badk. Mpu HagxoaxewHi Big KnienTa nignucanmi EMJ  po3nakoByeTbCs,
po3wndpoBYETLCA Ta NepeAacTbcs 418 06pobkn Ha aBToMaTM3oBaHe poboue micue (gani — APM) onepauioHicTa, Akul
06C/1yroBye paxyHOK KJi€HTa.
Mpw 06pobui Ha APM onepauioHicTa y pexxumi "ENeKTpoHHI oKyMeHTU", naaTexi NpoxoAaTb NonepesHiit KOHTPOb 3a
bopmabHUMM O03HaAKaMM 3rigHO 3 IHCTPYKLiEtO.
2.4. [Micns nonepeAHbOro KOHTPOJIO NAATEXI CTAOTb AOCTYNHUMM A5 06pobkm paxiBLto baHka, W0 NpUiMac pileHHs
npo ix akuenT. Y BUNaAKy BiAMOBMU BiZ akLLenTy naaTexy, sik1i He NPOWLIOB NornepeAHbLOro KOHTPOIO abo 3a pilleHHs M
dbaxiBusa, PopmyeTbca KBUTaHLiS 3 BIANOBIAHUM KOAOM NMOMWIIKM, fika 33 gonomoroto Cuctemn Hagcuaaetbes KnieHty
ANS aHanisy.
Bunpasneni EMN/J KnieHT moxe BignpaButu y BaHk ans 06pobku.
2.5. Ha EMJ, aki nponwaum nonepegHi KOHTPOb Ta NPUMHATI 40 onsiaty, GopMyloTbCs KBUTAHLLT, fKi BigcunaoTbes
Knienty ansa 3Bipku. Ha ui gokymeHTn daxiseub BaHky 3 Zonomorowo BifnoBigHMX anapaTHO-NporpamMHMX 3acobis
bopMye enleKTPOHHI 3anucK 419 NporpamMmHoro komnaekcy "OnepauinHui geHb BaHky".
Y noganbwomy 3 EMJ KnieHTa 3ailcHIOlOTbCA onepauii  BigMNOBiAHO 3 BCTAaHOB/JEHUMM MOPAAKOM  AAS
BHYTPILLHbODOaHKIBCbKUX Ta MiXkbaHKIBCbKMX NiaTeXiB.

3. MPABUNA IHd)OPMALI,II7IHO'I' BE3MEKW



3.1. /s 3abe3neyeHHs 6e3neyHoi po6oTn B CUCTEMI pEKOMEHAOBAHO AOTPUMYBATUCh HACTYMHUX NPaBU:

- YTPUMYBATUCh BiJ, BUKOPUCTAHHS KOMN'IOTEP], 3 IKOrO BUKOHYETbCS poboTa B CucTemi 415 po3Bar Ta cepdiHry
B MepeXi IHTepHeT;

- BCTAHOBWUTW aHTMBIpyCHe NporpamHe 3abe3neyeHHs, peryaspHO NMOHOB/IOBATW aHTUBIPYycHY 6a3y Ta NocTilHO
NMPOBOAMTM NEpEBiPKY CUCTEMU Ha HAsIBHICTb BipYCiB Ta WNUIYHCbKMX MPOrpaMm (TPOsiHiB, KeMIorepiB Ta T.M.);

- 0bMexuTn J0CTyn 4,0 KOMM'toTEPA CTOPOHHIX 0Ci6, ik Gi3nYHUI, TakK | MepexeBui;

- He TpMMaTK 0COBUCTI (CeKpeTHi) KoY B AMPEKTOPIAX XOPCTKOro AUCKY KOMN'tOTEpPa, a Ti/IbKM Ha 30BHILLHIX
Hociax (USB ¢new HakonuvyBayi, USB- TokeHu, Tow,o ) Ta 3ab6e3neunTu ix HagiviHe 36epiraHHs;

- AN YHEMOXUBNEHHA BUKPaZeHHA (KONitOBaHHA) TAEMHOrO K/O4a pekoMeHAyemo BukopuctoByBaTn USB -
TOKeH;

- nicas 3akiHyeHHs poboTn 3 CucTemoto 060B’A3KOBO BMMMATKM 30BHiLWHI Hocii (USB daew Hakonuuysadi, USB-
TOKEHMU, TOLLLO0) 3 CEKPETHUMM K/to4aMM C CUCTeMHOro 610Ky KOMN'toTepa;

- He pO3rosiolyBaTH Napoi JOCTYNy A0 TAEMHUX KJOYIB, He 3anucyBaTW iX Ta He 3bepiratv pa3oM 3 HOCIEM
K/It040BOT iHpopMaL,il;

- BCTAaHOB/IOBATW NOHOB/IEHHS 6e3neKkun onepauinHoi cuctemm (6axaHo B aBBTOMAaTUHHOMY PeXHMMI);

- Ha/laWTyBaTU OrAsAay mepexi IHTepHeT, a came 3a60pPOHUTU: aBTOMaTUYHE 3aBaHTaXeHHA dalsiB 3 Mepexi
I[HTepHeT, aBTOMaTUUYHMM 3anyck anniB 3 Mepexi IHTepHeT, 3aBaHTaXeHHs He NiAnucaHnx enemeHTiB ActiveX;

- He npautoBaTK Ha KOMM'IoTepi 3 NpaBamMu aAgMiHICTpPaTopa;

- y BUnNajky komnpomeTtauii abo cnpobu komnpomeTalii cekpeTHuX kaodiB abo komn'toTepa, 3BisbHEHHs
BiANOBiAaIbHOrO CniBpobiTHMKa abo IT cneuianicta KnieHTa, KM MaB A0CTYnN 40 BKa3aHOro KoMn'toTepa abo cekpeTHUX
KtouiB HeobXigHO TepMiHOBO MnoBigoMuTn BaHk Ans 3abnokyBaHHs katodis El, 3reHepyBaTh Ta 3apeecTpyBaTu HOBI
katoui EMM;

- npu 6yAb-aKin nigo3pi npu poboTi 3 Cuctemoto — HeobxigHO TepMiHOBO NoBigoMUTU BaHk ans 3abiokyBaHHS
kntouiB ElN Ta 3reHepyBaTh Ta 3apeecTpyBaTu HOBI Ktoui ElM;

- YBaXHO CNiKyBaTW 3a MOBiJOMJIEHHSIMU, WO BMBOAATHCS Ha MOHITOp Komn'toTepa npu poboti B Cuctemi. Y
BUMAAKY HeBiANOBIAHOCTI X TUM, AKi BUBOAATLCS 3a3BMYal — NoBigomMuTh BaHk. Mpuknagom HeBignoBiAHOCTI MoXe
CNyryBaTW: HETUMOBE BIiKHO 3 iHLWWM /IOrOTUMOM, Mpu BMOOPI K/lloYa He BiA0OPaXKaETbCA Ha3Ba KJOYA, MPOXaHHS
BCTAHOBUTU MiZ03pisie NporpaMHe 3abesneyeHHs), TOLLO;

- npu poboTi yepes cant CucTemun 3BepTaliTe yBary Ha agpecy canTy. BoHa noBMHHa nounHaTuCh Ha https — wo
CBIAYNTbL NPO 3axuLleHe 3'€AHaHHS;

3acTepexkeHHA: BaHK HiKO/M He 3AiNCHIOE PO3CUAKY €/IeKTPOHHUX JICTIB 3 MPOXaHHAM HaAaTU KOHpiAeHLiNHY
iHpopmauilo (maponi, gocTyn A0 cekpeTHUX (0cObUCTMX) KalouiB, Towo) abo Takux, WO MICTATb KOMM'IOTEpHi
nporpamu.

3.2. PekomeHgauii Mo CTBOPEHHIO HaAiMHMX (CTIMKNX) Naponis.
Mpu B1GOPI Naposs KopUCTyBayeBi HeObXiHO KepyBaTUCS 3aNPONOHOBAHUMM NPaBUIAMM:

- He BUKOPWUCTOBYBaTW aTpMbyTM KOpUCTyBaya - iMeHa i Npi3BuLLa KOPUCTYBaYiB, NaM'aTHI 4aTu i ByAb-aKy iHWY
A0CsXHY iHPopMaLito (Hanpuknag, Homepu TesiedoHiB, agpecy i ToMy nogibHe);

- 3abopoHeHo BMKOpUCTaHHS KOMbiHaLiT cMMBOIB [ 3HaKiB 3 knasileto Ctrl;

- napo/i NOBMHHI CKNaAaTUCS LWASXOM KOoMOiHaLiT 4Box abo binbLue cnis;

- AOBXWHA MNapo/iA MOBMHHA CK/1ajaTh He MeHLle 8 CMMBOJIIB;

- Nnapo/ib MOBWMHEH MICTUTU HE MEHW 3-X 3 4-X HACTYMHUX CMMBOJIB — Be/MWKi , MajieHbki fiTepu, uunbpy,
cneucMmMBONY;

- 3ab0poHeHO BMKOPUCTOBYBATU C/I0BA 3 peasibHWUX | BUraZlaHMX CJI0BHUKIB ; Maposib HeobxifHO 3MiHIOBaTK He
PiALLe HiXX KOXHi 30 KasleHA4apHUX AHIB.
OAWH 3 MOXJIMBUMX BapiaHTiB (MpukiagiB) BUOOPY Napons: ckaagiTe CMMCOK MNPOCTUX CiB, HANMPUKAAA, KBiTKa, apKyLl,
pyyka i Tak gani BubepiTb nepwi Tpu BykBW i 3arajsbHy KisbkicTb OykB B C/10Bax; 0b0'ejHaETe OTpUMaHi pesy/abTaTy,
AoAanTe ogHy undpy i oguH i3 creuiasbHux cumsonie ("&'{([-_@)13$*% !/ ;., ?+-=) i 3pobiTb ogHY 3 ByKB BesIMKOI; NpH
3MiHi Mapo/ia BUKOPUCTOBYIMTE NpuUBEAEHi pekoMeHaalii 3 iHwuM Habopom aiis. Mpuknag: abayko, rpywa i HabepiTb ix B
NIaTUHCbKOMY pericTpi.

YBara! He BUKOpUCTOBYiiTe Ik Napo/ib HaBeAeHi npuknaamn! BesymMoBHO, 4151 CTBOPEHHS Maposisi MOXYTb
BMKOPWUCTOBYBATUCA iHLWI METOAM CTBOPEHHS HaAiMHOro napons, ane BMOpaHW napoib He Mae 6yTu cnabkiwe
3anponoHOBaHOT Mipu CTiNKOCTI.

YBara! Nam'aTaiTe, wWo Hi 3a AKX 06cTaBUH Baw napoab He Mae 6yTu Bigomuii TpeTim ocobam, HiXTO He Mae
npaBa BUMaraTy Big Bac po3kputTs napos, HaBiTb cniBpo6iTHUKM BaHKy.

3.3. BukopucTaHHA NpUCTPOIO 3aXMCTy HOCITB katovoBoT iHpopMaLii «USB-TokeH» B CucTeMi.

KnienTy pekomeHgo0BaHoO BuKopucToByBaTh USB-TokeH a5 reHepalii ocobuctux katodis ENN.

USB-TokeH reHepye ocobucTi cekpeTHi ktoui BcepeauHi cebe, 3abesneuye ix 3axuieHe 36epiraHHs i dopmye ENM
nifJ, @N1eKTPOHHUMM JOKYMEHTaMn ycepeAnHi npuctpoto 3rigHo ACTY 4145.

MiaTpumka USB-TokeHiB 3abe3neyeHa A/151 BCbOrO CNEKTPY HacTibHUX naatdopm — Windows, Linux i Mac OS X.
Pobota USB-TokeHiB NigTPYMY€ETLCS 32 OCHOBHUMM KaHalamu 06C/1yroByBaHHSA KOPNOPaTUBHUX KNIEHTIB cncTemu «ibank
2 UA».

Y oaHomy USB-TokeHi Moxe 36epiratncst 40 64-x 0cobmnctmx katovie. Moxvse 36epiraHHs 0cobuCTHX KtoYiB



EM BignoBiganbHMx cniBpobiTHMKIB KOPNOPATUBHUX K/IEHTIB.

3abe3neuyeTbcs ogHoYacHa poboTa Bigpasy 3 gekinbkoma nigkaodeHnmm go komn'totepa USB-TokeHami.
3.4. BukopucTtaHHs cepsicy IP — ¢inbTpauis
3.4.1.  [igknoyeHHs, BigkaoueHHs cepsicy IP — ¢inbTpauis.
Y Cuctemy BOYAOBaHUIA MexaHi3M OBMeXeHHsi AOCTyny K/iEHTIB 3ajaHumun IP-agpecamu. [Jns nocuieHHs 3axoAis
6e3neku B pasi NOCTINHOT po6OTH 3 OAHMUX PODOUUNX MiCLb PEKOMEHAYETLCSA NiAKNOUUTYU cepBic IP-dinbTpauis B CucTemi.
[aHuii mexaHi3m obmexeHHs gocTyny no IP-agpecax € iHAMBIAya/bHUM ANs KOXHOro KnieHTa i Ha/nalWTOBYETbCS
cniBpobiTHMKOM BaHKy 3a MMCbMOBOIO 3asiBOIO KJTIEHTA 3 3a3HaueHHsM nepeniky IP-agpec komn'toTepis KnieHTa, 3 sikmx
34iNCHIOBaTUMETbCA NigkatoueHHs o Cuctemu . Akwo cnpoba Bxoay B APM 3aiMcHIOETbCS i3 He 3agaHoi IP-agpecy,
BUAAETHLCSA NOBIJOM/IEHHS MPO NOMWUAKY «/ocTyn 3abopoHeHU», BXig B APM HEMOXNBUIA.
ICHYe MOX/IMBICTb HaNALWTYBaHHS 0bMexeHHs Bxoay B CUCTEMY, BUKOPUCTOBYIOUYM HAcTynHi IP-dinbTpu:
—  BXig nvwwe 3 IP-agpec ykpaiHCbKMX NpoBangepiB. 3acTOCOBYETLCA 418 0bMexeHHs focTyny fo Cuctemu 3 IP-agpec
3apybixXHUX MpoBanAepiB, OCKINbKM JOCUTL YacTo 3 Lnx IP-agpec 34iMCHIOETbCSA HECAHKLIOHOBaHWY Bxig B CucTeMY.
— BXiZ /e i3 3agaHux IP-agpec (iHaMBiAyanbHUA cnvcok IP-agpec, 3 sSiKMX J03BOJIEHO MpaLoBaTW BKa3aHOMY
KnienTosi). Mepenik IP-agpec Hagae KnieHT.
—  Akwo KnieHT BUKopucToBYE A gocTyny Ao Cuctemu IP-agpecu iHo3eMHNX npoBaligepiB (OyBa€ 3a KOpAOHOM, Ae
BUKOPWUCTOBYE A8 A0CTyny Ao CUCTEMM MicLLeBi iHTEpPHET - Mepexi), To HeobxigHO HagaT B BaHk 3asBY Ha BifKNOUYEHHS
A0CTyny A0 cncTeMu «IHTepHeT- BaHk» 3 BUKOpUCTaHHAM IP-dinbTpauis, 3a BCTaHOB/IEHOK TUMOBO GOPMOIO.

YBara! PekomeHAY€eTbCA YTOUHIOBATU i MoroAxysatu nepenik IP-agpec i3 cnyx60t0 TexHi4YHOI NigTPUMKM
BaHKy. IKL0 BUKOPUCTOBYETLCA BeMKUI Nepenik IP-agpec abo IP-agpeca nocTiiHO MiHAETLCA B paMKax AianasoHy,
TO peKOMeHAYEMO BKasyBaTu Aiana3oH IP-agpec 3a gonomoroio Macku Mepexi. 3asBa A/A aKTUBaUil cepsicy
nianncyeTbcs ocobamu, ynoBHoBaXKxeHUMM Ha MiANMcaHHA JoroBopiB 3i ctopoHu KnieHra.

YBara! KnieHT 3060B's3aHMIA 03HallOMUTU BCiX CBOIX CniBpobiTHMKIB, WO MaloTb NpaBo Ha poboTy B Cuctemi, 3
ymMoBamMu o6MeXKeHOro JoCTyny 3 BKasaHUX pobounx cTaHLiil (komn'loTepiB) i Hece NOBHY BiAMNOBIAAbHICTb 3a Lie.

4. HAABBVI'-IAVIHI OBCTABVHN
4.1. T1py BUHUKHEHHi HaA3BMUYaMHUX, aBaPiNHKX, iHWIMX HeCTaHAAPTHUX 06CTaBUH, siki 3aBaXatTb po6OTi MO 34iMCHEHHIO
€NeKTPOHHUX MATEXIB, YYaCHUKM MAATeXiB HeramHo MOBiZOMASIOTb OAWH OZHOMO MpO Li 06CTaBMHM Ta BXMBAKOTb
3axo0A4iB Ao ix niksigauii. MNig vac Aii Hag3BnYanHMx obcTaBuH KnieHT Moxe 3ailcHIoBaTU poboTy 3 BaHKoM 3a Z0MoMoroto
nanepoBuX NIATIXXHUX AOKYMEHTIB.

KJIIEHT:
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