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MNpaBuna po6otu B cucteMi “IHTepHeT-baHK”

1. BUKOPUCTAHHA CUCTEMW ENEKTPOHHOIO OBC/TYTOBYBAHHS
1.1. bBaHK Hapae MOXIMBOCTI 34iACHEHHS onepauin No paxyHkax KnieHTa 3a AONOMOrow CMCTEMM eNeKTPOHHOTrO
obcnyrosyBaHHs «IHTepHeT- baHk» (gani — Cucrema).
1.2. 3 MOMeHTy nofiaHHs y nucbMoBin GopMi CepTudikaTy BiAKPUTOro Knoya enekTpoHHOro UMdpoBoro mignucy
(pani — EM) y Cucremi , Ha niactasi nignucaHoro Jorosopy CtopoHamu, onepauii no paxyHkax KnieHta 6yaytb
BMKOHYBAaTMCb HAa MNiACTaBi €MEeKTPOHHOro NAATKHOro AOKyMmeHTy (mani -  EMA), wo rotyiotbcs KnieHtom Ta
nepenatotbcs Cucrtemoro y baHk.
1.3.  [Mpwu nigkntoveHHi go Cucremu , baHk HanawToBye nocayry IP-dinbTpauis 3 HagaHHAM focTyny Tinbky 3 IP-agpec
npoBanaepiB, WO po3MilleHi Ha TepuTopii Ykpainu. [na BigkntoueHHs IP-dinbTpauii, KnieHnt noBuHeH nopatu 3assy
Ha BIAKMOYEHHS AO0CTYNy A0 cucTeMu «lHTepHeT- baHk» 3 BWKOpUCTaHHAM |IP-dinbTpauii, a Ang NOBTOPHOro
niaknoyeHHa oo nocnyru IP-dinbtpauis, KnieHT noBMHeH nopgati 3asBy Ha LOCTYN OO cucTeMu «lHTepHeT-baHk» 3
BMKOPUCTAHHAM |P-dinbTpauii.
1.4. KnieHt popyyae baHKy BMKOHYBaTK (iHAHCOBI omepaLii No MOro paxyHkaMm, BiZKpWUTMM B baHky, Ha nigcTasi
EMA, otpuManux baHkom no Cuctemi Ta 3aBipeHUx 3apeectpoBaHumu B banky ElM ocib, wo Matotb npaso nignucy
pPO3paxyHKOBMX OOKYMEHTIB.
1.4.1. Cepsic «u1cTaHuiiHa 3aMiHa K/Il0Ya» NPU3HAYEHWI N1 BigaaneHoi 3aMiHu aitodoro kntova EN 6es
BifBiAYyBaHHA HaHKy. 33 LONOMOroOK CEPBiICY MOXHA 3aMiHUTU TiNIbKM TOM KNHOY, SKMM KOPUCTYBaY yBinwos B8 APM
Web-baHkiHr. B pe3ynbTaTti AMCTaHLiMHOI 3aMiHM Kntova Byae 3reHepoBaHO HOBMI Kntod EN, gna akoro MIb BracHuka,
rpyna nianucy i cyma nimity 6yayTb aBTOMaTMYHO NEPEHECEHI 3 MOTOYHOrO KJoYa.
1.5. baHk npuimMae Ha cebe 060B’3KM NO NOTOYHOMY 06CNYroByBaHHI Kni€HTa 3 BUKOpUCTaHHAM CUCTEeMU, A caMe:
NnpuiMae Ta BUKOHYE aopy4veHHs KnieHTa, opopmneHi BianosigHo fo sumor Lorosopy, Mpasun pob6otu B Cuctemi Ta
HOPMATMBHO — MpPaBOBMX OOKYMeHTiB HauioHanbHoro 6aHky Ykpainu, y surnsgi EMNJ, Ha 34iicHeHHS onepauii no
paxyHkaM KnieHTta, nepepnae KnieHTy BUNUCKM NO MOro paxyHkaM Yy BWUINSAi eNeKTPOHHOro AOKyMeHTy (aani - EL),
TekcToBi E[l, indopmauiiHy Ta foBiakoBy iHdopMaLlito.
1.6. [o nocayr, 9ki MOXyTb HagasaTucb KnieHty kopuctysady Cucrtemu, 3a Moro 3asB0to, HanexaTtb NOCayru:
1.6.1. BwukopucTtaHHs CucteMun - «IP-dinbTpauia», Lo A03BOASE 0OMEXUTM AoCTyn KNi€HTIB TiNbKM 3 BU3HAYeHUX |P-
agpec abo yiTko BKkasaHoi rpynu IP-agpec Ta/abo no3Bonse Bxig nuwe 3 IP-agpec ykpaiHCbKMX NpoBaiaepis;
1.6.2. 3rigHo 3 pitounumu Tapudamu baHky, baHk 3abe3neuvye KnieHTa NpUCTPOEM ANg 3aXMCTY HOCIIB K/OUYOBOI
iHpopmaLuii - USB-TokeHoM B CuUCTeMI, SKMIF peKOMEHL0BaHO BUKOPUCTOBYBATU AJ1S reHepaLii 0COBUCTUX CEKPETHUX
kntouis EM;
1.6.3. cepsic «baratodakTopHa aBTeHTUdiKaLiS» (Mpoueaypa BCTAaHOBNEHHS aBTEHTUYHOCTI KOPUCTYBayva Npu BXOAI
[o CuctemMu 3a J,ONOMOrOK BBELEHHS OJHOPA30BOro WeCTU3HAYHOro Napos A0 CrneliafibHOro A0AATKOBOro nons,
AKUIA HANpaBNSETbCA Y BUrNsSAI SMS-NoBigoOMNeHHS Ha BKasaHuM KnieHToM HoMep Mo6inbHoro TenedoHy i Mae
obMexeHui TepMiH Aii -3 xB.);
1.6.4. cepBiC «NigTBEPAKEHHS MAATKHUX AOKYMEHTIB OAHOPAa30BMM naponem» (npouefypa BBELEHHS
OOHOPA30BOr0 LECTM3HAYHOrO Maposil0 HAa NEBHiI nnaTexi Bifg 3a3HayeHoi KnieHTOM cymMu po cneuianbHoro
[OAATKOBOro MoSis, SIKUA HanpaBnseTbCa y BUMNsSAi SMS-NoBiAoOMNeHHs Ha BKasaHuii KnieHTOM Homep Mo6inbHOro
TenedoHy i Mae obMexeHu TepMiH Lii -3 xB.);
1.6.5. cepBic «niaTBEpPAXEHHA NAATDKHUX AOKYMEHTIB 3 YypaxyBaHHSIM [AOBiAHMKA [OOBipeHMX OTPUMYBaYiB»
(HanawmysaHHs 30ilicHreMbcs KnieHmom camocmiliHo, nicas Ha0aHHs docmyny 00 cepsicy);
1.6.6. «OTpMMaHHSA iHdOpMaUii Npo CTaH paxyHKy Yy Burasgi SMS - noBigOMAEHHS, 3a [OMNOMOrow 3acobis
MOGiNbHOro 3B’A3Ky / NOLITOBOr0 €NeKTPOHHOr0 MOBIAOMNEHHS Ha e-mail» (HanawmysaHHs 30ilicHemscsa KnieHmom
camocmitiHo, nicns HadaHHs docmyny 0o cepsicy).
1.7. Y pasi 34ifcHeHHS onepauirt 3a gonoMorow Cuctemu 6e3 BMKOPUCTAHHS MPUCTPORD AJ1S 3aXMCTY HOCIiB
KN0YoBOI iHpopMauii, KnieHT 060B’13K0BO BUKOPUCTOBYE NOCAYry, BU3HaYeHy n.n. 4.9.1 n.4.9 uux Mpasun.
1.8. KnieHT Hece BiANOBIAaNbHICTb 33 HaNeXHe 0POPMNEHHS, AOCTOBIPHICTb Ta BIAMOBiIAHICTb BUMOraM YMHHOMO
3aKOHOAABCTBA NNATIXXHUX AOKYMEHTIB, HadicnaHnx baHky 10 BUKOHaHHS 3a gonomorow Cuctemu.
1.9. baHk npuiiMae EMM B HaLioHanbHiM Ta iIHO3EMHIl BaNOTi Ta NPOBOAMTb iX MPOTArOM OnNepaLifiHoOro Yacy 3rigHo
n.1.15.
1.10. Ha nigcTaBi BUNMCOK 3 paxyHKiB, 9Kki Haaxoaatb 3 baHKy, Kni€eHT KOHTPONO€E BipHiCTb BUKOHAHHSA baHkoM 1oro
[LOpYYeHb.



1.11. Yci onepauii 3a eN1eKTPOHHMMM NAaTEXAMM NPOTOKOJHOKOTLCS BiANOBIAHO pErNAMEHTY, BCTAHOBIEHOMY BaHKOM.
MpoTokonu onepauin € 4OKYMEHTaMMU, WO NiATBEPAXKYIOTb HASBHICTb Ta NPAaBOMIPHICTb NIATEXIB.
1.12. Le# [oroBip He BiAMIHSIE NNATiXXHUX IHCTPYKLIN, L0 06pO6NATLCS B YCTAHOBIEHOMY NMOPAAKY, Y BUNAAKaX:

v/ BiAMOBM 3aC06iB KOMYHiKaLlii;

v’ BigMOBM 3ac06iB 06UMCOBaNbHOI TEXHIKM 9K KnieHTa, Tak i baHka.

1.13. TlpoBepeHHS BCiX MOTOYHUX OMepaLii Ta OTpUMaHHSA BCieil iHdopMauii no Cuctemi 3aiMcHI0ETECA KnieHTOM B
pexXuMi OHNAaMH 3a LONOMOroK Mepexi IHTepHeT mig Yac ceaHciB 3B’a3ky 3 baHkoMm. Mpu LUbOMY NpoTOKON nepenadi
iHpopmaLuii B Cuctemi € https, Wwo € MiXXHapOAHWMM CTaHAAPTOM.

1.14. Bci poBigHuku, wabnonw EMNA, EMMO nicns ix 36epexeHHs, a Takox BUMNMUCKM Ta Oyab-gKa iHWa iHpopMaLis B
CucreMi 3HaxopsaTbcs B baHky Ta poctynHi ans pobotu KnieHTy TinbkK nig Yac npoBeAeHHS aBTOPM30BAHUX CEAHCIB
3B’a3Ky 3 baHKOM yepes Mepexy |HTepHeT.

1.15. Mpwitom ENJ Big KnieHTta 3aiMcHIOETbCS BaHKOM NOCTIMHO B aBTOMAaTM30BaHOMY PEXMMI.

baHK 34iMCHI0E CNMCAHHS FPOLLOBMX KOLWTIB 3 MOTOYHOro paxyHKy KnieHTta 3rifiHO AOKYMEHTIB, AKi Haginwnm oo baHky
no Cuctemi BianoBigHo Ao [lpaBun Ta 3aranbHUX YMOBWM KOMMIEKCHOro 6aHkiBcbkoro obcnyrosyBaHHsa ( s
KopnopamugHo20o 6i3Hecy) Mpu 3MiHi pexxuMy 06CnyroByBaHHS BiAMNOBIAHO 3MIHIOETbCS YacC NPUHAOMY [OKYMEHTIB.
Knient popmye Ta nepepae B bank EMNM HeobxigHoro Buay. Micna otpumanHs EMNL, baHk 34iicHIOE Moro nepesipky Ta
npuiimae EMM 0o BUKOHAHHS.

MpuunHamm gns BiAMOBM Bif BMKOHAHHS baHkoM EM[ KnieHTa €:

v BipcyTHicTb B EMN/ 3apeectpoBaHoro EM KnienTa;

v' HeBipHi abo HenoBHi peksisutu EMNM;

v\ HepocTaya iHpopMalii Ta HeobXxigHWX AOKYMEHTIB Mo onepauii, Wo 34iACHIETbCA KNieHTOM, y BMMNaaKax,
nepenbayeHnx AitoUnM 3aKOHOLABCTBOM;

v' NOpyLIeHHS Ai4oro 3aKOHOAaBCTBa, HOPMATUBHMX AOKYMeHTiB HBY abo baHky, Bumor [lorosopy Ta Mpasun.
[na BigknukaHHs nepenaHoro B baHk EMM KnieHT dopMye KnonoTaHHS Ha BigknukaHHs EMNM, ake baHk npuiMae Tinbku
B TOMY BMMaaKy, Skwo EMNL He BUKOHAaHMI 40 LUbOro Yacy Ta baHk Ma€e TeEXHIYHY MOXAMUBICTb BiAMIHUTM AOr0 BUKOHAHHS.
1.16. KnieHT He Ma€ npaBa BHOCUTM OyAb-gKi 3MiHM Y HafaHe MOMy nporpaMHe 3abesneuveHHs abo L0 KOMMeKCy
[LOKyMeHTauii 6e3 NMcbMOBOro norogxeHHs baHky. 3apaxeHHs nporpaMHMMK “BipycaMu” abo MopyLIEeHHS LiNiCHOCTi
nporpaMHoro 3abe3neyeHHs B Hacnidok HepbanbcTBa abo HEKOMMNETEHTHOCTI BiANOBIAANbHMX CNiBPOGITHMKIB
KnieHTa, BBaXKAETbCS NMOPYLLUEHHSM LLiEi YMOBMW.

1.17. CTopoHM BCTaHOBAKOITb, WO HagaHi KnieHTy 3rigHo [oOroBopy MpoOrpaMHO-TEXHiYHi 3acobu Ta ApPYKOBaHi
MaTepianu po3rnspaTbCs K CEKPETHI Ta ix cyBope 36epexeHHst NOBUMHHO ByTW 3abe3nevyeHe B LOCTATHIM Mipi. B
3B'A3KY 3 UMM, BCi N0CaAoBi 0cobu KnieHTa, AKi MatoTb A0 HUX JOCTYM, MOBUHHI NOBOAUTUCH 3 HUMKU HANEXHUM YNHOM
Ta YTPMMYBATWCb Bif iX pO3rosoWweHHs abo KONitoBaHHS y Oyab-SKOMY BUMNS4I.

1.18. baHK MOXe MpoBOAMTM 3aMiHy MpPOrpaMHOro 3abesneyeHHs Ta iIHCTPYKTMBHMX MaTepianiB npu 306inblUeHHi
KinbKoCTi iHopMaLii. 3aMiHa NpoBOAUTLCS NIAHOBO, B NOrO4XKEHi 3 KNiEHTOM TEPMIiHMU.

1.19. baHk 3abe3neuye onepaTtMBHE PO3'ICHEHHS Ta KOHCY/bTaLii 3 MUTaHb, NOB'A3aHMX 3 eKcniyaTauieto Cnuctemu.
1.20. Ha BukoHaHHS n.2.26. Mpasun KnieHT Haga€e 3roay Ta Aopydvae baHKy CaMOCTIMHO 3A4iMCHIOBATU nepekas
(cnucaHHg) KowTiB 3 paxyHKy (-iB) KnieHTa Ha onnaTy BiANOBIAHMX AOAATKOBMX MOCAyr baHky, B po3Mipi Ta CTpOKM,
BM3HauveHi Tapudamm baHky.

2. TEXHOJONA TA MOPAAOK O®OPMJIEHHA NAATDKHUX JOKYMEHTIB
2.1. ENA, sxi HapatoTbcs KnieHTOM, MOBMHHI MaTW pekBi3uTK, BKa3aHi y IHCTpyKUii nNpo 6e3roTiBKOBI pO3paxyHKM B
YKpaiHi B HaUiOHaNbHIM BanlTi KOPWUCTYBAYiB NAATDKHMX MOCAYr, 3aTBepmxeHoi [loctaHoBow [paBniHHS
HauioHanbHoro 6aHky YkpaiHu N2 163 Big 29.07.2022 p. (i3 3MiHaMuM Ta LONOBHEHHAMM), AaNi 3@ TEKCTOM - [HCTPyKUiq.
2.2. [ns 3abe3neyeHHs NOBHOBAXKHOCTI NaaTexy Ta Moro KoHiAeHLIMHOCTI BUKOPUCTOBYHOTLCS anapaTHO - NPOrpaMHi
3acobu, aKi [,03BONATb BUPOBASTM aBTOpU3aLito chopmoBaHmx EMNJ 32 1ONOMOrow nepcoHanbHUX KAYOBUX HOCIIB.
Mopaaok BUKOPUCTAHHS CEKPETHUX KNtoYiB onucanmii y oaatky N24.1. no Mpasun Ta 3aranbHUX YMOB KOMMAEKCHOro
6aHKiBCbKOro 06CyroByBaHHS.
2.3. 3B'a30k KnieHTa 3 BaHKOM 34iMCHIOETLCS 33 LOMNOMOrot Mepexi [HTepHeT npu 3acTocyBaHHi Cuctemu. KnieHT rotye
ENAQ, nignucye 1oro i Hapcwunae y badk. lNpu HapxopxkeHHi Bia Knienta nignucanuin EMNL po3nakoByeTbcs,
pO3WKNPPOBYETHCS Ta NepefaeTbca Ang 06pobku Ha aBToMaTu3oBaHe poboue Micue (mani — APM) onepauioHicTa, akui
006CNyroBy€e paxyHoK KJli€HTa.
Mpu 06pobui Ha APM onepauioHicta y pexxuMi "ENeKTpoHHI LOKYMEHTH", NnaTexi NpoXoasTb NonepenHii KOHTPosb 3a
dbopmManbHUMK 03HAKaMM 3rigHO 3 [HCTPYKUI€Eo.
2.4. Tlicnga nonepefHbOro KOHTPOAI MAATEXi CTalTb AOCTYNHMMM 4S9 06pobkuM daxiBuo baHka, WO NpUAMaE pilleHHs
npo ix akuent. Y BUNaaKy BigMOBM Bif, aKLENTY NaaTexy, SKMM He NPOMLWOB NonepeaHbOro KOHTPOto abo 3a pilleHHSIM
daxiBug, POPMYETbCS KBUTAHLA 3 BiANOBIAHMM KOAOM MOMUIIKM, KA 33 A0NOMOrold CucteMun HapcmMnaeTbcs KnieHty
ONs aHanisy.
Bunpasneni EMNJ KnieHT Moxe Bignpasutn y baHk s 06pobku.



2.5. Ha EMNM, gki npoAwnu nonepesHin KOHTPOb Ta NPURHATI A0 oniath, GOPMYTbCS KBUTAHLIT, SKi BiACMNAOTbCS
KnieHty nng 3Bipku. Ha ui gokymeHTn daxiseub baHky 3 ONOMOrow BignNOBIAHMX anapaTHO-NPOrpaMHUX 3acobis
($OpMYE eNneKTPOHHI 3anncuK gng nporpaMHoro komnnekcy "OnepauiiHuit aeHb baHky".

Y nopanbwomy 3 EMNMA KnieHta 34iMCHIOKNTbCAS onepauii  BiANOBIAHO 3 BCTAHOBJEHMM MOPSAKOM NS
BHYTPiLUHbOBAHKIBCbKMX Ta MiDKOAHKIBCbKMX NNaTexiB.

3. NMPABUJIA IHOOPMALLIMHOT BE3MEKM
3.1. lns 3abe3neyeHHs 6e3neyHoi po6oTu B CUCTEMi peKOMEHA0BAHO AOTPUMYBATUCh HACTYMHUX MPaBW:

- YTPMMYBATUCh Bif, BUKOPUCTAHHS KOMM'HOTEPA, 3 IKOr0 BUKOHYETbCA poboTa B CucTeMi ons po3ear Ta cepdiHry
B MepeXxi |[HTepHeT;

- BCTAHOBMUTU QHTUBIPYCHe MporpamMHe 3abesneyeHHs, perynsipHo NOHOBOBATU aHTUBIPYCHY 6a3y Ta NOCTiHO
NpOBOAUTU NEPEBipKY CUCTEMM Ha HASIBHICTb BipyCiB Ta WNMIYHCbKMX NPOrpam (TPOSHiB, Kelnorepis Ta T.0.);

- 0OMeXuTH [oCTYyN A0 KOMM'HOTEpPA CTOPOHHIX 0Cib, K (i3UYHUIA, TaK | MepexeBuit;

- He TpMMaTKU 0COBUCTI (CEKPETHI) KNoUi B LMPEKTOPISX XXOPCTKOro AMCKY KOMM'KOTEPA, A TiIbKM Ha 30BHILUHIX
Hocisx (USB ¢new Hakonuuysadi, USB- TokeHu, TOWwo ) Ta 3abe3neunTy ix HagilHe 36epiraHHs;

- NS YHEMOXNUB/IEHHS! BUKPAAEHHS (KOMitOBaHHA) TAEMHOMO K/lOYa peKoMeHAyeMo BukopucToByBaTn USB -
TOKEH;

- nicng 3akiH4eHHa poboTtn 3 CucteMo 060B’I3KOBO BMMMATKU 30BHILWHI Hocii (USB dnew Hakonuuysaui, USB-
TOKEHM, TOLLLO) 3 CEKPETHUMM K/I0YaMM C CUCTEMHOrO 610Ky KOMM'lOTepa;

- He pOo3ronowyBaTH Naposi AOCTYNy A0 TAEMHMX KI/KOYiB, HE 3anMCyBaTH iX Ta He 36epiratM pasoM 3 HOCIEM
K0YOBOI iHpopMauii;

- BCTAHOBJIOBATM NOHOBJIEHHS Be3nekn onepauiiHoi cuctemn (6akaHo B aBTOMATUUHOMY PEXUMI);

- HanawTyBaTH Ornaaay Mepexi IHTepHeT, a caMe 3ab0pOHUTU: aBTOMATUUHE 3aBaHTaXKEHHS (anniB 3 Mepexi
IHTEpHET, aBTOMATUUYHMI 3aNyCK GainiB 3 Mepexi IHTepHeT, 3aBaHTAXXEHHS He NignucaHux enemenTiB ActiveX;

- He NpawuoBaTH Ha KOMM'IOTEPI 3 NpaBaMM aaMiHICTpaTopa;

- Yy BUMAAKy KomnpomeTauii abo cnpobu kKommnpoMeTauii CeKpeTHMX Knw4iB abo KOMM'loTepa, 3BiNlbHEHHS
BignosiganbHoro cniBpobiTHMka abo IT cneuianicta KnieHTa, Skuit MaB AOCTyNn A0 BKa3aHOro kKomm'ioTepa abo
CEKPETHMX KJIOYiB HeobxigHO TepMiHOBO noBigomMuTM baHk aonsa 3abnokyBaHHs katodiB El, 3reHepyBatn Ta
3apeecTpyBaTtu HoBi kntoui ElM;

- npu 6yab-sKin nigo3pi npu poboTi 3 CucteMor — HeobXiaHO TeEPMIHOBO NOBIAOMUTU BaHK ans 3a6N10KyBaHHS
kntodis ElN Ta 3reHepyBaTu Ta 3apeecTpyBaTv HOBI kntoui ElT;

— YBaXHO C/ifKYBaTM 3a MOBILOMIEHHAMMU, WO BUBOAATHCS HA MOHITOp KOMM'loTepa npu poboTi B Cuctemi. Y
BMNAAKy HEBIAMNOBIAHOCTI iX TUM, SKi BUBOAATLCS 3a3BMYal — noBiaoMuTM baHk. MNpuknagom HeBignoBigHOCTI MOXe
CNyryBaTu: HETUMNOBE BIKHO 3 iHWWM NOroTMMNOM, Npu BMOOPI KAO4a He BiAOOpaXa€eTbCs Ha3Ba KIYa, NPOXAHHS
BCTAHOBWUTM Nifo3pine nporpamHe 3abesneyeHHs, ToLWo;

- npu poboTi Yepes caT CuctemMn 3BepTaiTe yBary Ha agpecy caiTty. BoHa NoBMHHA NOYMHATUCH Ha https - wwo
CBiAYUTb NPO 3axULLEHEe 3’€QHAHHS;

3acTtepexxeHHs: baHK HiKOAM He 3AIACHIOE PO3CUNKY ENEeKTPOHHUX JIUCTIB 3 NPOXaHHAM HaAaTM KOHdiAeHLiHY
iHdopMmauito (naponi, AOCTYN AO CEKPETHUX (0COOMCTUX) KNHOUIB, TOLLO) 60 TaKMX, LLO MiCTATbL KOMM'KOTEPHI Nporpamu.

3.2. PexkoMeHpaLii N0 CTBOPEHHIO HAAIMHMX (CTIMKMX) NaponiB.
Mpu BnbOpi Napons KopuCcTyBayeBi HEOOXIAHO KEPYBATMCA 3aNPONOHOBAHUMU NPaBUNAMMU:

- He BMKOPMCTOBYBATU aTpMBYTH KOPUCTYBaYa - iMEHa i Npi3BMULLA KOPUCTYBaYiB, NaM'aTHi AaTh i 6yab-sKy iHWY
[OCSHKHY iHdopMalLito (Hanpuknaa, HoMepu TenedoHiB, agpecy i ToMy nopibHe);

- 3a60pOHEHO BMKOPUCTAHHSI KOMBiHaLii cuMBONiB / 3HaKiB 3 knaeiweto Ctrl;

— naposi NOBUHHI CKNagaT1Ca WAsSXoM KoMbiHauii ABox abo binblue cni.;

- LLOBXMHA Napons NOBMHHA CKNafaTu He MeHlwe 8 CUMBONIB;

- nMapofib MOBMHEH MICTUTM HE MeHW 3-X 3 4-X HACTYMHWX CMMBONIB — BEAWKi , MaNeHbKi NiTepu, umdpy,
CNeucMMBONY;

- 33a60pOHEHO BMKOPWUCTOBYBATU C/I0BA 3 peanbHUX i BUraAaHUX CJIOBHUKIB ; Naposb HEOOXiAHO 3MiHIOBATU He
piawe Hixk KoxHi 30 KaneHaapHUX gHiB.
OauH 3 MOXNIMBMX BapiaHTiB (MpUkNaais) BUGOpY Mapons: CKNafiTe CMMCOK MPOCTUX CANiB, HAMPUKIA4, KBiTKa, apKyL,
pyyka i Tak gani BubepiTb nepLi TpyM BYKBM i 3aranbHy KinbKicTb OYKB B CNOBax; 00'€AHAETE OTPUMaAHI pe3ynbTaTh,
LofaiTe ofHy undpy i oauH i3 cnevianbHux cumeonie ("&'{([-_@)1}1$*% !/ ;., ?+-=) i 3p06iTb 04HY 3 BYKB BENUKOIO; NpH
3MiHi Napong BUKOPUCTOBYIMTE NpuBeAEHI peKoMeHAaaLii 3 iHWKM HabopoMm cnis. MNpuknag: s6nyko, rpylwa i HabepiTb ix
B JJATUHCbKOMY PETiCTpi.

YBara! He BukopucToByiTe ik naposnb HaBeaeHi npuknagu! be3yMOBHO, Ans CTBOPEHHS Mapons MOXYTb
BMKOPUCTOBYBATUCS iHLWI METOAM CTBOPEHHS HaAiMHOro napons, ane BUOpaHWM maponb He Mae OyTu cnabkiwe
3anponoOHOBAHOI Mipu CTIKOCTI.

YBara! MNam'artaiite, Wo Hi 3a aKMx o6cTaBuH Baw naponb He Mae 6yTu BiaoMMI TpeTiM 0co6aM, HIXTO He Mae



npaBa BuMaratu Big Bac po3kpuTTa napons, HaBiTb cniBpo6iTHUKKU BaHKy.
3.3. BMKOpUCTaHHSA NpUCTPOI0 3aXMCTY HOCITB KNOUYOBOI iHopMaLii «USB-TokeH» B Cuctemi.

KnieHTy pekoMeHa0BaHO BMKOpucToByBaTH USB-TOKEH ang reHepauii ocobuctux kntouis EN.

USB-TokeH reHepye 0cobuUCTi ceKpeTHi Ktodi BcepeauHi cebe, 3abe3nevye ix 3axuweHe 36epiraHHs i dopmye
EM nip enekTpoHHUMYK [OKYMEHTAaMK ycepeauHi npuctpoto 3rigHo JCTY 4145.

MiaTpumka USB-ToKeHiB 3a6e3neveHa 4/ BCbOro CNeKTpy HacTinbHUX nnatpopM — Windows, Linux i Mac OS
X. Pobota USB-TokeHiB MigTPMMYETLCA 3@ OCHOBHMMM KaHanamu o6CnyroByBaHHS KOPNOPATUBHUX KIEHTIB CUCTEMM
«ibank 2 UA».

Y ogHomy USB-TokeHi Moxe 36epiratnca oo 64-x ocobnctux knwodis. Moximee 36epiraHHs 0cobucTmnx KaodiB
EM BignosiganbHmMx cniBpobiTHUKIB KOPNOPATUBHMX KITiEHTIB.

3abe3nevyeTbCca 0gHOYACHa poboTa Bigpasy 3 Aekinbkoma niakntovyeHnmm no komn'totepa USB-TokeHaMi.
3.4. BukopuctaHHs cepsicy IP — dinbTpauis
3.4.1. TlipkntoyeHHs, BigknoueHHs cepsicy IP - dinbTpauis.
Y Cuctemy BOYOOBaHMIA MexaHi3M 0OMeXeHHS [OCTyny KNieHTIB 3apaHumu IP-agpecamu. [1ng nocuneHHs 3axofiB
6e3nekn B pasi NocTiiHOi poboTW 3 ogHUX pobouMX MiCLb peKOMeHAYETbCA NigknounTn cepsic IP-dinbTpadis B
Cuctemi. [aHuii MexaHisM obMmexeHHs pocTyny no IP-agpecax € iHAuBigyanbHMM ang koxHoro KnieHta i
HaNnaLWTOBYETHCS CNiBPOBITHUKOM baHKy 3a NTMCbMOBOIO 3a51BOKO KNiEHTA 3 3a3HaYeHHAM nepeniky IP-agpec komn'toTepis
KnieHTa, 3 IKMX 34iNCHIOBAaTUMETLCS NiAKNOYeHHs a0 Cuctemu . Akwo cnpoba Bxoany B APM 34iliCHIOETLCS i3 He 3aAaHOI
IP-appecu, BUAAETLCSA NOBILOMAEHHS NPO NOMUAKY «JlocTyn 3a6opoHeHuit», BXiL B APM HEMOXNUBUNA.
ICHYe MOXNMBICTb HanalwTyBaHHsA obMexeHHs Bxoay B CMCTeMy, BUKOPUCTOBYHOUM HACTYMHI IP-dinbTpu:
—  BXignumwe 3 IP-appec yKpaiHCbKMX NpoBanaepiB. 3aCTOCOBYETLCA A9 06MexeHHs goctyny ao Cuctemu 3 IP-agpec
3apy6iXHUX NpoBaiaepiB, OCKINbKM AOCUTb YaCTO 3 UMx |P-agpec 34iMCHIOETbCA HecaHKLioOHOBaHMI BXia B Cuctemy.
—  BXif nvwe i3 3agaHux IP-apgpec (iHamBigyanbHuii cnvcok IP-agpec, 3 akux A03BOMEHO NPaLOBATM BKA3aHOMY
KnienTosi). Nepenik IP-agpec Hapgae KnieHT.
—  skwo KnieHT BukopuctoBye ans poctyny no Cucremu IP-agpecu iHo3emHux nposangepis (byBa€ 3a KOpAOHOM, fie
BMKOPUCTOBYE Ana poctyny o CuctemMm MicueBi iHTEpHeT - Mepexi), To HeobxigHO Hagatv B baHk 3asBy Ha
BiAK/IOYEHHS! JOCTYNy OO cucTeMu «IHTepHeT- BbaHk» 3 BMKOpPUCTaHHSAM |P-dinbTpauiq, 3a BCTAHOBNEHOK TMMOBOK
dopmoto.

YBara! PekoMeHAy€eTbCA YTOYHIOBATH | noroaKyBaTtu nepenik IP-agpec i3 cny)x6010 TexHiuHOi nigTpuMKu baHky.
AKwWwo BMKOPUCTOBYETLCA Benukuii nepenik IP-agpec a6o IP-agpeca nocTiiHO MiHAETLCA B paMKax Aiana3oHy, TO
pPeKOMeHAYEMO BKasyBaTu piana3oH IP-agpec 3a pgonoMorold Macku Mepexi. 3asBa pag aKTuBauii cepsicy
niAnucyeTbca 0co6ammu, ynoBHOBaXKEHMMM Ha NiANUCAHHSA A0roBopiB 3i ctopoHn KnieHTa.
YBara! KnieHT 3060B'3aHKi1 03HalMOMUTK BCiX CBOiX CNiBpO6iTHMKIB, WO MalTb NpaBo Ha po6oty B Cucrtemi, 3

yMoBaMMu 06MeXXeHOoro A0CTyny 3 BKasaHMX po6ouux cTaHLili (koMn'loTepiB) i Hece NOBHY BiANOBiAANbHICTb 32 Le.

4, HAL3BMYAMHI OGCTABMHM
4.1. Tlpy BMHUKHEHHI HAA3BMYAMHMUX, ABaPiMHMX, IHWMX HECTaHAAPTHMX O0OCTaBMH, AKi 3aBaxalTb pobOTI Mo
30iMCHEHHIO €NEeKTPOHHMX MNIATEXIB, YYACHMKM NNATEXiB HErAMHO MOBIAOMAATb OAMH OAHOr0 Mpo Ui 06CTaBMHM Ta
BXXMBaAlOTb 3ax04iB 40 ix nikeigauii. Mig vac aii Haa3euyarHMx obcTaBuMH KnieHT Moxe 3aiiMcHI0BaTH poboTy 3 baHkoM
3a 10MOMOro0 NanepoBMX MIATIXXHUX AOKYMEHTIB.

KNIEHT:

[Mocapa M.M. M.1.6.



