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KOMNJIEKCH020 BAHKIBCLK020 06C/1Y208YBAHHS
(na KopnopamusHozo 6i3Hecy)
Mpaeuna po6otu B cuctemi “IHTepHer-baHk”

1. BUKOPUCTAHHA CUCTEMW ENEKTPOHHOIO OBC/TYTOBYBAHHA

1.1. baHK Haflae MOX/IMBOCTI 34iMCHEHHS onepauir No paxyHkax KnieHTa 3a 4ONOMOrol CMCTEMU enekKTPOHHOro 06CyroByBaHHS
«IHTepHeT- baHk» (gani — Cucrema).
1.2. 3 MOMeHTY NoAaHHs y NucbMoBil popMi CepTudikaTy BiAKPUTOro Ka4va enekTpoHHoro nianucy (aani — EM) y Cucrtemi , Ha
nipctasi nignucaHoro [dorosopy CtopoHamu, onepauii no paxyHkax KnieHta 6yayTb BMKOHYBATMCb Ha MiACTaBi €1€KTPOHHOrO
nnaTiXHOro fokymeHTy (gani - EMMO), wo rotytoTbcs KnieHToMm Ta nepepatotbcs Cuctemoto y bak.
1.3. Mpwm nigkntoyveHHi go Cuctemu , baHk HanawToBye nocnyry IP-dinbTpauia 3 HagaHHAM gocTyny Tinbku 3 IPagpec npoBaiiaepis,
WO po3MilleHi Ha TepuTopii YKkpainu. [ina siakntoyeHHs IP-dinbTpauii, KnieHT noBuHeH nogat 3assy Ha BigK/IOYEHHS AOCTYNY A0
cuctemn «lHTepHeT-BaHky» 3 BUKOpUCTaHHAM IP-dinbTpauii, @ Ana NOBTOpPHOro nigkatoyeHHs fo nocnyrn |P-dinbtpauis, KnieHt
NMOBMHEH NOAATH 3asBy Ha AOCTYN [0 cucTteMu «lHTepHeT-baHk» 3 BUKopuCcTaHHaM |P-dinbTpauii.
1.4. KnieHnT popy4ae baHky BMKOHYBaTH (PiHAHCOBI onepavii Mo MOro paxyHkam, BigkputuMm B baHky, Ha niacTtasi EMNM, oTpuMaHmx
baHkom no CucTemi Ta 3aBipeHUx 3apeectpoBaHuMMK B baHky ElN ocib, Wwo mMatoTb NpaBo Nignmncy po3paxyHKOBUX AOKYMEHTIB.
1.4.1. Cepsic «[lucTtaHuinHa 3aMiHa KNOYa» NpU3HavYeHWin Ang BignaneHoi 3aminu aitodoro kntoya ENM 6e3 BiasigysBaHHs 6aHky. 3a
[LONMOMOrOK0 CEPBICY MOXHA 3aMiHUTU TibKK TOM K/OY, IKUM KOpMcTyBad yBinwos B APM Web-baHkiHr. B pe3synbTati guctaHuinHoi
3aMiHuM knoya byae 3reHepoBaHo HoBui kntou ENM, ang gkoro MNIb BnacHwka, rpyna nmignucy i cyma niMiTy 6yayTb aBTOMaTtMUHO
nepeHeceHi 3 MOTOYHOrO K/toYa.
1.5. baHk npuiimae Ha cebe 060B’3kM MO NOTOYHOMY 06CnyroByBaHHIO KnieHTa 3 BMKOpUCTaHHAM CucTeMM, a caMe: NpUMIMMaE Ta
BMKOHYE AopyyeHHs KnieHTa, odbopmneHi BianosigHo ao sumor Jorosopy, Mpasun pob6otn B CucTeMi Ta HOPMATUBHO — MPABOBMUX
pokymeHTiB HauioHanbHoro 6aHky Ykpaiwu, y surnagi EMNM, Ha 34icHeHHS onepaui no paxyHkam KnienTa, nepepnae KnieHty
BUMUCKM MO MOr0 paxyHKaM Yy BUINSLI eNeKTPOHHOro AOKYMeHTY (aani — EL), tekcrosi E[l, indopMaLitHy Ta foBiAKOBY iHdOpMaLito.
1.6. o nocnyr, 9ki MOXyTb HagaBaTucb KnieHTy kopuctyBauy Cuctemu, 3a oro 3asBOK, HanexaTtb MOCAYru:
1.6.1. BukopuctaHHs Cuctemm - «IP-dinbTpauisy, WwWo no3sonse obmMexumTv goctyn KnieHTiB Tinbku 3 BU3HaveHux IP-agpec abo yitko
BKa3aHoi rpynu IP-agpec 1a/abo no3Bonsie Bxif nuwe 3 IP-agpec ykpaiHCbKMX NpoBanaepis;
1.6.2. 3rigHo 3 pitouumu Tapudamu baHky, baHk 3a6e3neuvye KnieHTa NpUCTPOEM Ans 3axXMCTy HOCIiB Kto4voBoi iHpopmauii - USB-
TOKeHOM B CUCTeMI, IKUIA peKOMEeHL0BaHO BUKOPUCTOBYBATH ANS reHepawii ocobuctnx cekpetHux kntoudis EMM;
1.6.3. cepBic «baratodakTopHa aBTeHTMU(IKaLia» (NpoLenypa BCTAHOBNEHHS aBTEHTUYHOCTI KOPUCTYBaya npu Bxoai no Cuctemu 3a
[LONMOMOrOK BBEAEHHS OAHOPA30BOro WeCTU3HAYHOro Naposio A0 CrewianbHoro 4oAaTKOBOro Nons, KM HanpaBAETLCS Y BUMNAAI
SMS-noBigomMneHHs Ha BKa3aHui KnieHToM HoMep Mo6inbHOro TenedoHy i Mae obMexeHUI TepMiH aii -3 XB.);
1.6.4. cepBic «niATBEpLXEHHS MNNATDKHWMX [OKYMEHTIB OLHOPAa30BMM napofiem» (npouefypa BBeAEHHS O[HOpPa30BOro
LeCcTU3HAYHOro NapoJsil0 Ha NeBHi NnaTtexi Bif 3a3HaveHoi KnieHToM cymMu go cnewianbHOro 40AaTKOBOMO NoAs, SKWii HANPaBNAETbCS
y Burnaai SMS-noeigomneHHs Ha BkaszaHuit KnieHTom Homep MobinbHOro TenedoHy i Mae obMexxeHui TepMiH Aii -3 xB.);
1.6.5. cepsic «nigTBEpAXEHHS NNATDKHWX [OOKYMEHTIB 3 YypaxXyBaHHSAM [OBIAHWKA AOBIpEHMX OTPMMYBAYiB» (HaNaLTYBaHHA
30iNCHIOETbCA KNiEHTOM CaMOCTiMHO, Nicnsg HajaHHS [OCTYNy A0 CcepB.icy);
1.6.6. «O0TpMMaHHS iHdopMaLii Npo CTaH paxyHKy y Burnigai SMS - noBifoMAeHHS, 3a AONOMOrot 3aco6iB MobinbHOro 3B’a3Ky /
MOLUTOBOrO €IeKTPOHHOIO MOBIAOMNEHHS Ha e-mail» (HanawTyBaHHA 3A4iMCHI0ETbCA KNiEHTOM CaMOCTiHO, NicNs HagaHHA foCcTyny
[0 cepBicy).
1.7.Y pasi 3piiicHeHHs onepauii 3a fonomoroto CucteMu 6e3 BUKOPUCTAHHA NPUCTPOID 4S8 3aXMUCTY HOCITB KN4oBOi iHpopMaLii,
KnieHT 060B’93K0BO BUKOPUCTOBYE NOCAYry, BU3HayeHy n.n. 4.9.1 n.4.9 umx Mpasun.
1.8. KnieHT Hece BigNoOBiAanbHICTb 3@ HanexHe oPOPMEHHS, LOCTOBIPHICTb Ta BiAMOBIAHICTH BUMOraM YMHHOIO 3aKOHOAABCTBA
NNATIXXHUX JOKYMEHTIB, HaaicnaHux baHky 40 BUKOHaHHS 3a gonomorot Cucremm.
1.9. bank npuiimae ENM[ B HauioHanbHil Ta iHO3EMHIM BantoTi Ta NPOBOAMTb iX NPOTAroM onepawiinHoro yacy 3rigHo n.1.15.
1.10. Ha nigcTaBi BUNUCOK 3 paxyHKiB, AKi HAAXoasATb 3 baHKy, KNi€HT KOHTPONIOE BipHiCTb BUKOHAHHS baHKoM Moro gopyyeHs.
1.11. Yci onepauii 3a eneKTpOHHUMK NnaTexxaMn NPOTOKOIOTLCS BiAMOBIAHO pernamMeHTy, BCTaHOBNeHOMY baHkoM. MpoTtokonu
onepauii € LOKYMEHTaMMU, WO NiATBEPAXYOTb HASBHICTb Ta MPAaBOMIpPHICTb MiaTeXiB.
1.12. Llen [loroBip He BiAMIHSAE NNATXXKHUX AOPYYEHb, WO 06po6ASI0TLCS B YCTAHOBAEHOMY NOPSAKY, Y BUMAAKAX:

v' BigMOBM 3acobiB KOMyHiKallii;

v' BiAMOBM 3ac06iB 06UMCNIOBaNbHOI TEXHIKM 9K KnieHTa, Tak i baHka.
1.13. lpoBeneHHs BCix NOTOYHUX ONepaLiv Ta OTpMMaHHS BCi€i iHPpopmauii no CucteMi 3aiMcHIOETECS KNiEHTOM B peXuMi OHNamH
3a LONOMOro Mepexi |[HTepHeT nif Yac ceaHciB 3B’a3Ky 3 baHkoM. lNpu LboMy npoTokon nepepadi iHpopmauii B Cuctemi € https,
WO € MiXKHAPOLHMM CTaHAAPTOM.



1.14. Bci posigHuku, wabnonn EMNA, EMO nicng ix 36epexeHHs, a TakoX BUNWUCKM Ta Oyab-gka iHWwa iHPopmauia B Cucremi
3HaxoaaTbCs B baHky Ta AOCTYnHi ang pobotn KnieHTy Tinbku nig yac npoBefeHHs aBTOPU30BAHMX CEaHCIB 3B'A3Ky 3 baHkoM yepes
Mepexy IHTepHer.

1.15. Mpwuitom ENQA Big KnienTa 3aicHI0€TbCA BaHKOM NOCTIMHO B aBTOMaTM30BaHOMY PEXMUMI.

BaHK 3A4iCHI0E CNMCAHHSA TPOLLOBMX KOLWTIB 3 MOTOYHOMO paxyHKy KnieHTa 3rigHO AOKYMEHTIB, gKi Hagiiwnum no baHky no Cuctemi
BianoBigHo no lMpaBun Ta 3arafbHUX YMOBM KOMMNEKCHOro H6aHKiBCbKOro obcnyrosyBaHHa ( s kopnopamugHoz2o 6i3Hecy) Mpu
3MiHi pexuMmy 06cnyroByBaHHS BIAMOBIAHO 3MIHIOETLCS Yac MpUMOMY AOKyMeHTiB. KnieHT dopmye Ta nepepae B bank EMA
HeobxigHoro Buay. Micna otpumanHs EMNM bank 3aiMcHIOE oro nepesipky Ta npuiiMae EMNI 0o BUKOHAHHS.

MpuunHamu ans BiAMOBM Bif, BUKOHAHHS bankom ENMM KnieHTa €:

v' BiacyTHicTb B EMNJ 3apeectpoBaHoro EMNM KnienTa;

v' HeBipHi abo HeNoBHi pekBi3uTu EMM;

v\ HepocTaya iHpopMaUii Ta HEOBXigHMX LOKYMEHTIB NO onepauii, Wo 34iACHI0ETbCS KnieHTOM, y BUNaaKax, nependadeHmnx
[il04MM 3aKOHOAABCTBOM;

v\ MOpYLWEHHS Ailo4oro 3aKOHOAABCTBA, HOPMATMBHUX AoKyMeHTiB HBY abo Banky, Bumor [orosopy Ta [Mpasun. Ons
BiAKNMKaHHA nepepaHoro B bank EMNJ KnieHT dopmye knonotaHHs Ha BiaknukaHHs EMNMO, ske baHk npuiimMae Tinbku B TOMY
BMNapky, skwo EMNJ He BUKOHaHWUI A0 UbOro Yacy Ta baHk Mae TeXHiYHY MOXIUBICTb BiAMiHUTM MOrO BUKOHAHHS.

1.16. KnieHT He Mae npaBa BHOCWUTM Byab-SKi 3MiHW Yy HagaHe MOMy nporpamMHe 3abe3neveHHs abo 40 KOMMEKCY AOKyMeHTauii 6e3
MUCbMOBOIO MOrOAXEHHA baHKy. 3apaxeHHs nporpamMH1MK “Bipycamn” abo nopylleHHs LinicHOCTi nporpaMHoro 3abesnedyeHHs B
Hacnigok HegbanbcTBa abo HEKOMMETEHTHOCTI BiANOBIAANbHMX CNiBPO6ITHWKIB Kni€HTa, BBAXKAETHCA NOPYLUEHHAM LLiET YMOBMU.
1.17. CTopoHM BCTaHOBMIOWTb, WO HafaHi KnieHTy 3rigHo [loroBopy nporpaMHoO-TEXHiYHI 3acobu Ta ApykoBaHi MaTepianu
pO3rNsAaThCs K CEKPETHI Ta ixX CyBope 36epexeHHs MOBMHHO 6yTH 3abe3neyeHe B AOCTaTHIM Mipi. B 3B’A3Ky 3 LMM, BCi Nocaposi
0cobu KnieHTa, 9Ki MaloTb A0 HMX AOCTYN, MOBMHHI MOBOAUTUCH 3 HUMU HANEXHUM YUMHOM Ta YTPUMYBATUCH Bif, iX PO3rONOLEHHS
abo konitoBaHHS y Byab-9KOMY BUINSA,.
1.18. baHK MOXe MpOBOAMTM 3aMiHy NpPOrpaMHoro 3abe3neyeHHs Ta IHCTPYKTMBHUX MaTepianiB npu 36ifblieHHI KinbKOCTi
iHpop™mauii. 3amMiHa NpOBOAMTLCS MIAHOBO, B NOrogxeHi 3 KnieHToM TepMiHu.
1.19. baHk 3a6e3nevye onepaTMBHE pPO3'aCHEHHS Ta KOHCYNbTALIi 3 MUTaHb, MOB'A3aHMX 3 ekcnayaTauieto Cuctemu.
1.20. Ha BukoHaHHA n.2.26. MNpasun KnieHT Hapae 3rony Ta Aopy4vae baHKy camMOCTIHO 34iMCHIOBATU Nepekas (CMMCaHHS) KOWTIB 3
paxyHKy (-iB) KnieHTa Ha onnaTy BiANOBiAHMX A0AATKOBUX nocnyr baHky, B po3Mmipi Ta CTpoKu, BU3Ha4YeHi Tapudamu baHky.
1.21. 3 MeTol 3axXMCTy KNIEHTCbKMX omnepauii BaHKOM BMKOPWUCTOBYETbCS MOCMIeHa aBTeHTMdiKauii, Ska € BMMOrow [Ailumnx
HOpPMaTMBHO NPaBOBMX aKTiB YKpaiHM Ta NOKNMKAHA MiABMLLMTK piBeHb Be3nekun Bawmx onepauii, sKi 34iiCHI0TLCS 32 AONOMOro
CUCTEMM AUCTAHLIMHOrO 06CNyroByBaHHS «IHTepHeT-6aHK»
[ins Toro wob nigknounTh i BUKOpUCcTOoBYBaTH CHcTeMoto «IHTepHeT-6aHky» KnieHTy noTpibHo 06pati oamH i3 ABOX BapiaHTiB
B3aEMOAi:
1. BapiaHT (nocuneHa aBTeHTUdiKaLis 3a gonomoroto KEMM):
- Knienty HeobxigHo 3BepHyTMch Ao LICK YkpaiHa Ta npupb6atn kntou KeanidikosaHoro umdposoro nignucy (KEMM)
CTPOKOM Ha 1 umn 2 poku
- KnieHTy HeobxiaHo 3BepHyTHCb Ao LLCK YKpaiHa Ta npuabaTi 3axmLLEeHWi HOCIH KntoYa — TOKEH.
- KnieHTy HeobxigHo 3BepHYTUCH A0 baHKy Ta noBifOMKUTU Npo BUKOpUCTaHHA KBanidikoBaHoro umMdpoBoro nignucy npu
pob6oTi 3 CucteMoto «IHTepHeT-6aHK»
2. BapiaHT (nocuneHa aBTeHTUdIKaLig 33 4ONOMOrok ABOX(AKTOPHOI aBTeHTUdIKaLIT):
- KnieHTy HeobxigHO nigknumMTM 6aratodakTopHy aBTEHTUGIKALIIO WNAXOM HANAWTYBAaHHA CMC-iHOOPMYBaHHS Ha
¢diHaHcoBuMit HoMep. Ong uboro KnieHT 3anoBHIOE Ta Nepeaae Ao 6aHKy 3asBy BU3HAYEHOro 3pasky (Jopatok 4.3)
Mpu BuboOpi apyroro BapiaHTy y Kni€HTa 3anUWaETbCa MOXIMBICTb HaNawWTyBaTH ans cebe nepenik AoBipeHUX oTpumyBsadis. [Mpu
BMKOHaHi onepavii nepekasy Ha paxyHOK Cyb’ekTa rocnoaaptoBaHHs/di3uuHOi 0cobu, KM BHECEHUIM [0 Mepeniky AOBipeHWuX
OTpUMYBaYiB, 4OAATKOBUI NiATBEPOXKEHHS 3 MOCUNIEHOD aBTEHTURIKALLIEID HE BUMAraeTbCs.

2. TEXHOM0TIA TA MOPALOK O®OPMJTEHHA NAATDKHUX OOKYMEHTIB

2.1, ENMO, g9ki HapatwoTbcs Kni€HTOM, MOBMHHI MaTW peKBi3UTH, BKa3aHi y IHCTpyKuii npo 6e3roTiBKOBi po3paxyHku B YKpaiHi B
HaLiOHaNbHIM BantoTi KOPUCTYBaYiB NNaTixXHUX NOCAyr, 3aTBepaxeHoi MoctaHoBow lpaBniHHa HauioHanbHoro 6aHky YkpaiHn N
163 Big 29.07.2022 p. (i3 3MiHaMu Ta LONOBHEHHAMM), AaNi 33 TEKCTOM - [HCTpyKLUis.

2.2. ing 3abe3ne4yeHHs NOBHOBAXHOCTI MaaTexy Ta MOro KOHQiAEHLIMHOCTI BUKOPUCTOBYIOTHCS anapaTHO - NPOrpamHi 3acobwu, aki
[03BONAOTL BUPOBNATM aBTOpU3aLito chopMoBaHumx EMN/L, 33 ,ONOMOro nepcoHanbHMX KKOYOBMX HOCIiB. [opsaaoK BUKOPUCTAHHS
CeKpeTHUX KtoYiB onucanuii y Jonatky N24.1. no lMNpaBun Ta 3arafibHUX YMOB KOMMAEKCHOro 6aHKiBCbKOro 06C1yroByBaHHs.

2.3. 3B'a30k KnieHTa 3 BaHKOM 3AiMCHIOETbCA 3a [OMOMOrow Mepexi IHTepHeT npwu 3actocyBaHHi Cuctemu. Knient rotye EMZ,
nignucye oro i Hagcunae y bawnk. MNpu HapxomkeHHi Big Knienta nignucaumit EMNO po3nakoByeTbCs, po3wMdpPOBYETLCA Ta
nepenaetbca Ang 06pobku Ha aBToMaTn3oBaHe poboue Micue (nani — APM) onepauioHicTa, akuii 06CnyroBye paxyHok knieHTa. MNpu
06pobui Ha APM onepauioHicTa y pexxumi "EnekTpoHHi LOKYMEHTU", MnaTexi NpoXoasTb NOMepenHiin KOHTPoNb 3a hopManbHUMKU
03HaKaMM 3riHO 3 IHCTpyKLUi€to.



2.4.Tlicns nonepefHbOro KOHTPOIO MAATeXi CTaloTb 4OCTYNHUMM AN 06pobku daxisuto baHka, Wo npuitMac pilieHHs Npo ix akuenT.
Y BMNaAKy BiAMOBM Bif, aKkLeNTy naaTexy, K1 He MpOoWLWOoB NoMepeLHbOro KOHTPoA abo 3a piweHHaM daxiBug, GopMyeTbCs
KBMTAHLLig 3 BiANOBIAHMM KOLOM MOMWIIKM, IKa 3a gonomoroto Cuctemu Hagcmnaetbes KnieHTy ans aHanisy. Bunpasneni EMJ Knient
Moxe Bianpasuth y bank ons o6pobku.

2.5. Ha ENJ, aki npoAwnu nonepenHiin KOHTPONb Ta NPUMHATI O onnaTtv, GopMyrOTbCS KBWUTaHLIi, 9Ki Bigcunarotbcs KnieHTy ans
3BipkW. Ha ui fokyMeHTH daxiBeub baHKy 3 LONOMOrow BifNOBiILHMX anapaTHO-NPOrpaMHMX 3acobiB GOpPMYe eneKTpOHHI 3anucu
Ons nporpamMHoro komnnekcy "OnepauiviHmii aeHb baHky". Y nopganbwomy 3 EMM KnieHTa 3miMcHIOIOTLCS onepaLii BiANOBiAHO 3
BCTAHOB/IEHWMM MOPSAKOM A9 BHYTPILUHbOOAHKIBCbKMX Ta MiXXOaHKIBCbKMX MaaTeXIB.

3. MTPABUNA IHOOPMALLIMHOT BE3MEKM

3.1. ins 3abe3neyeHHs 6e3neuHoi pobotn B Cnctemi pekoMeHA0BaHO LOTPUMYBATUCh HACTYNMHUX NPaBUI:

- YTPMMYBATUCb BifJ, BUKOPUCTAHHS KOMM'IOTEPA, 3 IKOrO BMKOHYETbCS poboTa B Cuctemi ans posear Ta cepdiHry B Mepexi
IHTEpHeT;

- BCTaHOBWTM aHTUBIpyCHe nporpamHe 3abe3neyeHHs, pery1spHO NOHOBABATU aHTUBIPYCHY 6a3y Ta NMOCTIMHO NPOBOAMTM
nepeBipKy CUCTEMM HA HASIBHICTb BiPYCiB Ta LWNUIYHCbKMX NPOrpaMm (TPOSIHIB, keinorepis Ta T.M.);

- 06MexuT [oCTyn A0 KOMM'IoTepa CTOPOHHIX 0Cib, aK Qi3MYHUIA, TaK | MeEpeXeBUii;

- He TpMMaTu 0COBUCTI (CEKPETHI) KoY B AMPEKTOPISX XXOPCTKOro AUCKY KOMM'I0Tepa, a TiflbkM Ha 30BHiWwHiX Hocigx ( USB
dnew HakonuuyBayi, USB- TokeHu, Towo ) Ta 3abe3neunTtn ix HadinHe 36epiraHHs;

- bJ19 YHEMOX/IMBEHHS BUKPaAEeHHS (KONit0OBaHHS) TAEMHOIO K/oYa pekoMeHayeMOo Bukopuctosyeat USB - Toke;

- nicng 3aKiHYeHHs poboTtu 3 CuctemMoto 060B’93K0BO BMIMMATH 30BHIiWHI Hocii (USB dnew HakonuuyBaui, USB- TokeHu, Towo)
3 CEKPEeTHUMMU KIIKo4aMM C cucTeMHOro 610Ky KOMM'loTepa;

- He po3rosiowyBaTV Maponi AOCTyny A0 TAEMHWMX K/OYiB, HE 3amMCcyBaTW ix Ta He 36epiraTv pasoM 3 HOCIEM KJIOYOBOI(
iHpop™mauii;

- BCTaHOB/IOBATM MOHOBNEHHS 6e3nekn onepauiiHoi cuctemu (6akaHO B aBTOMAaTUUHOMY peXuMi);

- HanawTyBaTM orngpay Mepexi IHTepHeT, a came 3abOPOHUTU: aBTOMATMUHE 3aBaHTAXEHHS (alniB 3 Mepexi IHTepHerT,
aBTOMaTMYHMIM 3anyck dannis 3 Mepexi [HTEpHET, 3aBaHTaXEHHS He MignucaHux enemMeHTiB ActiveX;

- He nNpautoBaTM Ha KOMM'IOTEPi 3 NpaBaMM aaMiHiCcTpaTopa;

-y BMMaZKy KoMnpoMeTauii abo cnpobu KoMnpoMeTaLii CeKpeTHUX KNkoYiB abo KOMM'HOTepa, 3BiNbHEHHS BiAMNOBIAANBHOMO
cniBpobitHMKa abo IT cneuianicta KnieHTa, sKMiM MaB f,OCTYN 4,0 BKA3aHOT0 KOMM'loTepa abo CeEKpeTHMX KTto4iB HEOOXiAHO TepMiHOBO
noeigoMuTn baHk ang 3abnokysaHHs knwouiB El, 3areHepyBaTh Ta 3apeecTpyBaTi HOBI kntodi El;

- npw byab-aKin nigo3pi npu poboti 3 Cuctemoro — HeobxiAHO TeEpMiHOBO NOBiAOMUTH baHk ang 3abnokyBaHHs kntouis EMN Ta
3reHepyBaTy Ta 3apeecTpyBaTu HOBI Kntoui ElM;

- YBaXHO CNiAKYyBaTM 3a NOBIAOMNEHHAMM, WO BMBOAATLCS HAa MOHITOp KOoMM'loTepa npu poboTi B CucTtemi. Y Bunaaky
HeBiANOBIAHOCTI iX TUM, AKi BUBOAATbCS 3a3BM4Yal — noBigomMuTn baHk. MMpuknagoM HeBiANOBIAHOCTI MOXeE CNYyryBaTW: HETUMOBE
BiKHO 3 iHLWIMM JIOrOTMNOM, Npu BMOOPI KNoYa He BiAOOpaXKAETbCA HA3Ba KI/KOYA, NMPOXaHHS BCTAaHOBWUTU Mifo3pine mporpaMHe
3abe3neyeHHs, TOLLO;

- npu poboTi yepe3s cant Cuctemn 3BepTaliTe yBary Ha afpecy caiTy. BoHa noBMHHA MoYMHaTUCh Ha https - wWo CBigunTL
Npo 3axuLleHe 3’€NHaHHS;

- nigknouuTH nocnyry «6aratodakTopHa aBTeHTUdIKaLis».

3acrepexeHHs: baHk HiKONM He 3AiICHIOE PO3CUIKY eIEKTPOHHUX JIUCTIB 3 NPOXaHHAM HafaTu KoHiaeHuiiHy iHdopMauilo (naponi,
AOCTYN A0 CEKPEeTHMX (0COBMCTUX) KAKOUiB, TOWLO) a60 TaKMX, WO MICTATb KOMN'IOTEpHi Nporpamu.
3.2. PexkoMeHpaujii No CTBOPEHHIO HafilMHWX (CTiMkux) naponis. Mpu BMGOpi napons KopucTyBayeBi HeobXigHO KepyBaTMCA
3anponoHOBaHMMM NPaBUIAMMU:

v' He BMKOPWCTOBYBaTM aTpMByTW KOpPUCTYBaya - iMeHa i Npi3BuLLa KOPUCTYBAYiB, NaM'aTHI AaTu i Oyab-gKy iHLWY AOCSKHY
iHpopMauito (Hanpuknan, HoMepu TenedoHiB, agpecu i TOMy noaibHe);
3a60pOHEHO BMKOPUCTAHHSA KOMBiHaLii cuMBoniB / 3HakiB 3 knasiweto Ctrl;
naponi NOBUHHI CKNaZaTMCs Wnsaxom KombiHauii aBox abo binbwe cnis; -
[LOBXMHA Napons NOBMHHA CKNAAaTU He MeHLe 8 CMMBONIB;
naposb NOBUHEH MiCTUTU HE MEHLU 3-X 3 4-X HACTYMHUX CUMBONIB — BEJIUKi , ManeHbKi NiTepu, uMdpu, CneLcMMBony;
3a60pOHEHO BMKOPUCTOBYBATM C/1I0BA 3 peasibHUX i BUrafaHUX CNIOBHMKIB ; Napofib HEOOXiAHO 3MiHIOBATU He piflue HixX
KOXHi 30 kaneHpapHux oHiB. OAMH 3 MOXIMBMX BapiaHTiB (Npuknaais) BM6OpYy nNapons: CKNagitb CNIMCOK MPOCTUX CNiB,
Hanpuknag, KBiTKa, apKyLl, pyyka i Tak gani Bubepitb nepui Tpu 6yKBK i 3aranbHy KinbkicTb ByKB B ClioBax; 06'eaHaeTe
OTPUMaHi pesynbTaTi, LOAANTE OAHY LMdPY | oamH i3 cneuianbHmx cumeonis ("&{([-_@)]}$*% !/ ;., ?+-=) i 3po6iTb OAHY 3
6yKB BENUKOI; MPU 3MiHI Mapons BUKOPWUCTOBYITE NpuBeAeHi pekoMeHaauii 3 iHwMM Habopom cnis. MNpuknaa: sa6ayko,
rpywa i HabepiTb iX B N1aTMHCbKOMY pericTpi.
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YBara! He BukopucTOBy#iTe 5K Naponb HaBedeHi npuknagu! besyMoBHO, ANs CTBOPEHHS Mapons MOXYTb BUKOPWUCTOBYBATUCS iHLLI
MeToAM CTBOPEHHS HaAiMHOro napons, ane BubpaHuii naponb He Mae 6yTM cnabkile 3anpoNOHOBAHOI MipK CTIMKOCTI.



Yeara! lNam'sTanTe, Wo Hi 3a siknx obcTaBuH Baw naponb He Mae 6yt BiZOMMUI TpeTiM ocobaMm, HIXTO He MaE nNpasa BUMaratM Big,
Bac po3kpwuTTa napons, HaBiTb cniBpoBiTHUKKM BaHky.
3.3. BuKOpWCTaHHS MpUCTPOK  3aXMCTy HOCIiB KA4oBoi iHpopMmauii «USB-TokeH» B Cuctemi. KnieHTy pekomMeHZOBaHO
BukopuctoByBati USB-TokeH ansa reHepauii ocobuctux kntouis EM. USB-TokeH reHepye 0cobuUCTi cekpeTHi kntodi BcepepuHi cebe,
3abesneyvye ix 3axuiieHe 36epiraHHs i dopmye ElM nin enekTpoHHUMM LOKYMeHTaMMu ycepenuHi npuctpoto 3rigHo OCTY 4145,
MinTpumka USB-TokeHiB 3abe3neyeHa 415 BCbOro cnekTpy HacTinbHux nnatdopm - Windows, Linux i Mac OS X. Po6oTa USB-TokeHiB
NiATPUMYETLCS 32 OCHOBHMMM KaHanamu 06CNyroByBaHHS KOpNopaTUBHUX KNIEHTIB cucteMm «ibank 2 UA». Y ogHomy USB-TokeHi
Moxe 3bepiratnca oo 64-x ocobuctux knatodis. Moxnuee 36epiraHHs ocobuctux kntodis ElM BignosiganbHMXx cniBpobiTHMKIB
KOpNOpaTUBHMUX KNi€HTIB. 3abe3nevyeTbCs 0gHOYacHa poboTa Bigpasy 3 AekinbkoMa nigkntoyeHnmm fo komn'totepa USB-TokeHaMi.
3.4. BukopuctaHHs cepsicy IP - dinbtpauis
3.4.1. MigknoyeHHs, BioknoyeHHs cepsicy IP — dinbTpauiga. Y Cuctemy BOyAOBaHMI MexaHi3M OBMeXeHHS [OCTyny KiEHTIB
3agaHumMun IP-apgpecamu. ng nocuneHHs 3axopiB 6e3neku B pasi NOCTiHOI poBoTM 3 OaHMX poBoYMX Micllb pEKOMEHAYETHCS
nigknountn cepsic IP-dinbTpauis B Cuctemi. Janui MmexaHism obmexeHHs goctyny no IP-agpecax € iHAUBIAYanbHUM AN KOXHOMO
KnienTa i HanawToBYETbCS CNiBPO6ITHMKOM baHKy 3a MMCbMOBOIO 3asBOKO KiEHTA 3 3a3HayveHHAM nepeniky IP-agpec komn'loTepis
KnieHnTa, 3 iKMX 34iACHIOBaTMMETLCA NiakNtoveHHs Ao Cuctemu. Akwo cnpoba Bxoay B APM 34ilicHIOETbCS i3 He 3aaaHoi IP-agpecwy,
BMOAETHCS MOBIAOMJIEHHS MPO NoMUAKy «Joctyn 3abopoHeHuit», BXig B APM HeMOXIMBUNA. ICHYE MOXNUBICTb HanaLWTyBaHHS
obmexeHHst Bxoay B CucTeMy, BUKOPUCTOBYHOUM HAcTyMHi IP-dinbTpu:
v’ BXif nuwe 3 IP-agpec yKpaiHCbKMX MpoBaiaepiB. 3acTOCOBYETbCA A8 0OMexeHHs poctyny go Cuctemu 3 IP-agpec
3apy6iXKHMX NpoBanaepiB, OCKINbKM LOCUTb 4ACTo 3 uux |P-agpec 3L4iMCHI0ETbCS HECAHKLIIOHOBAHMI BXia B Cuctemy.
v\ BXif nuwe i3 3agaHux IP-agpec (iHaMBigyanbHuiA cnncok IP-agpec, 3 Skux [L03BONEHO MpaLoBaTv BkazaHoMy KnieHToBsi).
MNepenik IP-appec Hapae KnieHr.
v' gKwo KnieHT BukopuctoBye ans poctyny no Cuctemu IP-agpecu iHo3eMHMx npoBaigepie (byBae 3a KOpLOHOM, ae
BMKOPUCTOBYE Ans goctyny Ao Cuctemu MicueBsi iHTEpHET - MepeXi), To HeobxifAHO HagaTh B baHkK 3asBy Ha BiAKIOYEHHS
[OCTyny oo cuctemu «lHTepHeT-baHk» 3 BUKopucTaHHaM IP-dinbTpadis, 33 BCTaHOBNEHO TMMOBOK HOPMOLO.
YBara! PekoMeHAyeTbCA YTOYHIOBATM | NorogxyeBaTu nepenik IP-agpec i3 cnyxkbot TexHiuHOi niaTpumkmn baHky. Skwo
BMKOPUCTOBYETLCS Benukuii nepenik IP-agpec abo IP-agpeca nocTiiHO MiHSETbCSA B paMKax Aiana3oHy, TO peKOMeHAYEMO BKa3yBaTH
pianasoH IP-agpec 3a [ONOMOrow Macku Mepexi. 3asBa AN akTuMBauii cepsicy nianucyeTbcs ocobamu, YNOBHOBAXKEHMMM Ha
NiZANMCaHHS LOroBOpiB 3i cTOpoHu KnieHTa.
YBara! KnieHT 3000B'13aHMI 03HAaMOMMUTK BCiX CBOIX CNiBPOBITHWMKIB, LLLO MaloTb NPaBo Ha poboTy B CMUCTEMI, 3 YMOBaMM 0OMEXEHOT0
[OCTyny 3 BKa3aHUX poboumx cTaHuUii (koMn'loTepis) i HeCe NOBHY BiANOBIAANbHICTb 3a Le.
4. HA3BMYAMHI OBCTABMHU
4.1. Tlpy BWHMKHEHHI HAA3BMYAMHWMX, aBaPiMHMX, iHWWMX HECTaHZAPTHWMX O0OCTaBMH, SIKi 3aBaalTb pobOTI MO 3AIACHEHHID
€NeKTPOHHMX NNATexiB, y4aCHWUKM MAATEXIB HEralkHO NOBILAOMNATL OAUH OLHOMO NPO Li 06CTaBMHKU Ta BXMBAKOTb 3aXOAiB A0 iX
nikeigauii. Mg vac aii Hag3BuyarHMx 06cTaBuH KnieHT Moxe 3aiMcHI0BaTM poboTy 3 BaHKOM 33 LONOMOroK nanepoBMX NAATIXKHUX
[LOKYMEHTIB.

KNIEHT: ( )
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