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Mpasuna po6otu B cucremi “IutepHer-bank”

1. BMKOPUCTAHHA CUCTEMU EJIEKTPOHHOIO OBC/TYTOBYBAHHA
1.1. BaHK Hapa€e MOXIMBOCTI 34iMCHEHHS onepauiim no paxyHkax KnieHTa 3a [LONOMOrow CUCTEMW eNIeKTPOHHOro
obcnyroByBaHHs «IHTepHeT- baHk» (gani — Cucrema).
1.2. 3 MOMeHTy nofaHHsa y nncbMoBin dopmi CepTndikaTty BiAKPUTOro KYa eNeKTPOHHOro LmM@poBoro nignucy (aani
- EN) y Cucremi , Ha mipcTasi nignmucaHoro [lorosopy CtopoHamu, onepadii no paxyHkax KnieHta 6yayTb BUKOHYBaTUCh
Ha NiACTaBi €NeKTPOHHOro NNaTiKHOro AOKyMeHTy (pani - EMA), wo rotyoteca KnieHToM Ta nepepatotecs Cucrtemoro y
baHk.
1.3.  Tpwu nigknoyeHHi go Cucremu , baHk HanawToBye nocnyry IP-dinbTpauis 3 HagaHHAM gocTyny Tinbku 3 IP-agpec
npoBanaepis, WO po3MilleHi Ha TepuTopii Ykpainu. Ona siakntoueHHs IP-dinbTpauii, KnieHT noBMHeH nogatv 3asBy Ha
BiOK/IOUEHHS AOCTYNY A0 cucTeMu «IHTepHeT- baHk» 3 BUKOpUCTaHHAM IP-dinbTpauii, a 4ns NOBTOPHOrO NiAK/IYEHHS A0
nocnyrn IP-dinbTpauis, KnieHT noBMHeH nopatv 3asBy Ha JOCTYn OO cucTeMU «IHTepHeT-BaHk» 3 BUKOpUCTaHHAM  |P-
dinbTpauii.
1.4. KnieHt popyyae baHky BMKOHYBaTV QiHAHCOBI onepaLii No MOro paxyHkaM, BiakputuM B baHky, Ha niacrtasi EM/,
oTpuMaHux baHkom no Cuctemi Ta 3aBipeHux 3apeecTtpoBaHMmu B banky EI ocib, wo MawTb npaBo nignucy
pPO3paxyHKOBUX AOKYMEHTIB.
1.4.1. Cepsic «ucTaHUiiHA 3aMiHa KNOYa» NpU3HaYeHuit Ans BigAaneHoi 3aMiHm aitodoro knwoya EN 6e3 BigBiayBaHHS
H6aHKy. 3a LONOMOro CeEPBICY MOXHA 3aMiHUTK TiNIbKM TOW K/HOY, SKUM KOPUCTYBaY yBilwoB B APM Web-baHkiHr. B
pe3ynbTaTi AUCTaHLIAHOT 3aMiHK KntoYa byne 3reHepoBaHO HoBui katou EN, ans skoro MIb BnacHuka, rpyna nignucy i
cyMma niMmity 6yayTb aBTOMaTUYHO NepeHeceHi 3 MOTOYHOro KkoYa.
1.5.  baHk npwuiiMae Ha cebe 06OB’I3KM MO MOTOYHOMY 06CNyroByBaHHO KnieHTa 3 BUKOpUCTaHHAM CucteMu, a caMme:
NpUMMMaE Ta BMKOHYE aopyyveHHs KnieHta, opopmneHi BignosigHo no sumor [lorosopy, [pasun pobotn B CucteMi Ta
HOPMATUBHO - MPaBOBWMX AOKYMeHTiB HauioHanbHoro 6aHky Ykpainu, y surnagi EMN, Ha 3piicHeHHs onepauiv no
paxyHkaM KnieHTa, nepenae KnieHTy BUNMCKM NO MOr0 paxyHKaM y BUrNSAi €NeKTPOHHOMo AOKYMeHTY (fani — E[l), TekcToBi
ELl, iHpopmaLifHy Ta f0BiAKOBY iHDOpMaLito.
1.6. [o nocnyr, 9Ki MOXyTb HagaBaTUCb KnieHTy kopucTyBady CucTeMu, 3a MOro 3asBoto, HaNexaTb NOCAYru:
1.6.1. BukopuctaHHa Cuctemun - «IP-dinbtpauis», wo no3sonse obMexutn goctyn KnieHTiB Tinbku 3 Bu3HavyeHux IP-
aapec abo viTko BkaszaHoi rpynu IP-agpec Ta/abo no3sonse Bxia nuwe 3 |P-agpec ykpaiHCbKMX NpoBanaepis;
1.6.2. 3rigHo 3 pitoummu Tapudamu baHky, baHk 3abesneuye Kni€eHTa NpUCTPOEM AN 3aXMCTy HOCIIB KAHOYOBOI
iHpopmauii - USB-TokeHoM B CUCTEMI, SIKUIA PEKOMEHAOBAHO BMKOPWUCTOBYBATM O/ reHepauii 0COBUCTUX CEKPETHMX
kntouis EIM;
1.6.3. cepsic «b6aratodakTopHa aBTeHTUiKaLis» (npoLeaypa BCTAHOBIEHHS aBTEHTUYHOCTI KOPUCTYBaYya Npu BXOAI A0
CucrteMun 3a JONOMOroOK BBEAEHHS OAHOPA30BOro LWECTU3HAYHOrO NAapot0 A0 CheuianbHOro AOAATKOBOro Nons, kUi
HanpaBnsETbCs y BUrnaai SMS-nosigoMneHHs Ha BKasaHui KnieHToM HoMep Mob6inbHOro TenedoHy i Mae obMexeHun
TepMiH Aii -3 xB.);
1.6.4. cepsic «niaTBEPAXXEHHS NNATKHUX LOKYMEHTIB OJLHOPAa30BMM MaponiemM» (npolefypa BBeAEHHS OQHOPAa30BOro
WEeCTU3HAYHOro Mapot0 Ha MeBHi nnaTtexi Big 3a3HayveHoi KnieHTOM cyMu [0 cneuianbHOro A0AATKOBOrO MOAS, SIKUM
HanpaBNsETbCs Y BUrnaai SMS-nosigomMneHHs Ha BKasaHui KnieHToM HoMep MobinbHOro TenedoHy i Mae obMexeHun
TepMiH Aii -3 xB.);
1.6.5. cepBic «nigTBEpAXEHHS MNNATiXXHUX [OOKYMEHTIB 3 YypaxyBaHHSM [OBiAHMKA [OBiPEHWX OTpUMYBaYiB»
(HanawmysarHs 30ilicHoembcsi KnieHmom camocmiliHo, nicasi HAOaHHs docmyny 00 cepsicy);
1.6.6. «oTpuMaHHg iHdopMaLii Npo CTaH paxyHKy y Burnaai SMS - nosigomneHHs, 3a 4onoMorok 3acobis MobinbHOro
3B’13KY / MOLUTOBOr0 e1eKTPOHHOro NOBIAOMAEHHSA Ha e-mail» (HanawmysaHHs 30ilicHemMbcs KnieHmom camocmiliHo, nicas
HadaHHs docmyny 00 cepsicy).
1.7. Y pasi 34iicHeHHs onepauii 3a gonomMorot CucteMum 6e3 BUKOPUCTAHHS NPUCTPOIO 4SS 3aXMCTY HOCIIB KJ1l04OBOI
iHpopMau,ii, KnieHT 060B’13K0BO BUKOPUCTOBYE NOCAYry, BU3HaueHy n.n. 4.9.1 n.4.9 uux Mpasun.
1.8.  KnieHT Hece BiONOBiAANbHICTb 3a HanexHe OQOPM/EHHS, AOCTOBIPHICTb Ta BiANOBIAHICTL BMMOraM YMHHOIO
33aKOHOAABCTBA NNATIXXHUX AOKYMEHTIB, HaAicnaHux baHky A0 BUKOHaHHS 3a gonomorot Cuctemu.
1.9. baHk npuiiMae EMNM B HaUiOHaNbHIM Ta iIHO3EMHIW BankoTi Ta NPOBOAMTL iX MPOTArOoM OMepaLiiHOro Yacy 3rigHo
n.1.15.
1.10. Ha nmigcTaBi BUNMCOK 3 paxyHKIB, Ki HagxoasTb 3 baHKy, KnieHT KOHTPONOE BipHiCTb BUKOHAHHA baHKoM Kioro
LOpYY€EHb.



1.11. Yci onepauii 33 eNeKTpPOHHMMM NaaTeXXaMu NPOTOKOMIOTLCA BiAMNOBIAHO PErnaMeHTy, BCTAaHOBNEHOMY baHkoMm.
MNpoTokonu onepawi € [OKYMEHTaMu, WO NiATBEPAXKYIOTb HASBHICTb Ta MPAaBOMIPHICTb NaaTexis.
1.12. Levi OoroBip He BiAMIHSIE NNATIXXHUX LOPYYeHb, Lo 06pobadoTLCS B YCTAHOBAEHOMY MOPSAKY, Y BUNAOKaxX:

v/ BiIMOBM 3ac06iB KOMYHiKaLii;

v/ BiZMOBM 3aco6iB 06YMCIOBaNbHOI TEXHIKKM 9K KnieHTa, Tak i baHka.

1.13. TlpoBeneHHS BCiX NOTOYHMX OnepaLii Ta OTpUMaHHA Bciei iHdopmauii no Cuctemi 3piicHOETbC KnieHTOM B
peXMMi OHMalH 3a AO0MOMOroK Mepexi |[HTepHeT mig 4Yac ceaHciB 3B’a3Ky 3 baHkoM. [Mpu UbOMy npoToKOon nepepadi
iHpopmauii B Cuctemi € https, Wo € MiXXHapOAHMM CTaHLAPTOM.

1.14. Bci poBigHuku, wabnonu ENA, EMNI nicns ix 36epexeHHs, a TakoxX BUNUCKM Ta Byab-gKa iHwa iHpopMaLisa B Cuctemi
3Haxopatbcs B baHky Ta goctynHi ang pobotn KnieHTy Tinbku nig yac npoBefeHHsS aBTOPU30BAHMX CEAHCIB 3B'A3KY 3
baHkoM yepe3 Mepexy IHTepHeT.

1.15. MMpwiiom ENA Big KnienTa 3aiMcHI0ETbCS BaHKOM NOCTiMHO B aBTOMATUM30BaHOMY PEXMMI.

baHK 34iMCHI0E CNUCaHHA rPOLWOBMX KOLLTIB 3 MOTOYHOro paxyHKy KnieHTa 3rigHO AOKYMEHTIB, SKi Haainwnu go baHky no
Cucremi BignoBiaHo Ao MNpaBun Ta 3aranbHUX YMOBM KOMMNEKCHOr0 6aHKiBCbKOro 06cnyroByBaHHs ( 15 kopnopamugHo20
6i3Hecy) [Npu 3MiHi pexxnuMy 06CTyroByBaHHS BiANOBIAHO 3MIHIOETbCS Yac NpUItOMY [OKYMeHTIB. KnieHT dopMye Ta nepeaae
B baHk EMMJ HeobxigHoro Buay. MNicna otpumanHa EMJ baHk 34iMicHI0€E Moro nepesipKy Ta npuiMae EMNJ o BUKOHAHHS.
MpnunHamm ons BigmMoBM Big BUKOHAHHSA baHkoM ENMM KnieHTa €:

v' BigcyTHicTb B EM[ 3apeectpoBaHoro EMNM KniexTa;

v' HeBipHi abo HenoBHi pekeizutn EMNM;

v\ HepocTaya iHdopMalii Ta HeobXigHWMX [OOKYMEHTIB Mo onepauii, Wo 34iicHioeTbcs KnieHToM, y Bunaakax,
nepenbayeHnx Aito4nM 3aKOHOAABCTBOM;

v/ MOpYLIEeHHA Ail040ro 3aKOHOAaBCTBa, HOPMATUBHUX A0KyMeHTiB HBY abo baHky, Bumor [dorosopy Ta Mpasun. Ons
BigKNMKaHHA nepepaHoro B bark EMNJ KnieHT dopMye knonoTaHHS Ha BiakamkaHHs EM/, ake baHk npuiMaE Tinbku B TOMy
BMNaaKy, akwo EMM He BUKOHaHWI A0 LbOro Yacy Ta baHk Ma€ TeXHIYHY MOX/IMBICTb BiAMIHUTM MOr0 BUKOHAHHS.

1.16. KnieHT He Mae npaBa BHOCUTM Oyab-fiKi 3MiHM y HagaHe MOMy nporpamHe 3abesneyeHHs abo A0 KoMMaekcy
AOKYMeHTaLii 6e3 NMCbMOBOro NoroKeHHA baHky. 3apakeHHs nporpamMHUMKM “BipycamMu” abo NOpyLWeEHHS WinicHOCTI
nporpamMHoro 3abesnevyeHHs B HacNigok HegbanbcTBa abo HEKOMMNETEHTHOCTI BiANOBIAANbHMX CNiBPO6GITHMKIB Kni€HTa,
BBAXKAETbCS MOPYLIEHHAM LLi€l YyMOBM.
1.17. CTopoHM BCTAHOBNIOIOTb, L0 HaaaHi KnieHTy 3rigHo [JoroBopy nporpaMHoO-TEXHiIYHi 3aC00M Ta ApYyKOBaHi MaTepianu
pO3rNsaatoThCs K CEKPETHI Ta ix cyBope 36epexeHHs NoBUHHO 6yTH 3abe3neyeHe B LOCTaTHIM Mipi. B 3B’93Ky 3 UMM, BCi
nocaposi 0cobu KnieHTa, ki MaloTb A0 HUX JOCTYM, MOBUHHI NOBOAMUTUCL 3 HUMM HANEXHUM YMHOM Ta YTPUMYBATUCH Bif,
iX po3ronolweHHs abo KonitoBaHHA y 6yab-9KOMY BUINSLI.
1.18. baHk MOXe NpoBOAMTU 3aMiHY NPOrPaMHOro 3abe3neyeHHs Ta iHCTPYKTMBHMX MaTepianiB npu 36inblUeHHi KiNbKOCTi
iHpopMaLlii. 3aMiHa NpOBOAUTLCS NIAHOBO, B NOroAXeHi 3 KNieHTOM TepMiHu.
1.19. baHk 3abe3nevye onepaTMBHE PO3'ICHEHHS Ta KOHCYNbTaLii 3 MMTaHb, NOB'A3aHMX 3 eKcniyaTtauieto Cuctemu.
1.20. Ha BukoHaHH$ N.2.26. MNpasun KnieHT Hapae 3roay Ta Aopyyae baHKy caMOCTIMHO 34iMCHIOBATU Nepekas (CMCaHHS)
KOWTIB 3 paxyHKy (-iB) KnieHTa Ha onnaty BiANOBIAHWX AOAATKOBWMX MOCAYr baHKy, B po3Mipi Ta CTPOKM, BM3HAYEHI
Tapudamum baHky.
1.21. 3 MeTOH 3aXMUCTY KNIEHTCbKMX onepaLii BaHKOM BUKOPUCTOBYETLCS NOCUIEHA aBTeHTUiKALT, IKa € BUMOTOH Lil04nx
HOPMATUBHO NMPABOBMX aKTiB YKpAiHM Ta NOKAMKaHe NiABMLLMTK piBeHb Be3nekn Bawwmx onepauin, aki 34iMCHIOTLCS 33
[LOMOMOrOK CUCTEMM AUCTAHLiMHOrO 06CNyroByBaHHS «IHTEpHET-6aHK»

[ng Toro wob niakntoumTH i BUKopuctoByBaTH CuctemMoto «IHTepHeT-6aHKk» KnieHTy noTpibHo 06paTh oauH i3 ABOX
BapiaHTiB B3aEMOLi:
1. BapiaHT (nocuneHa aBTeHTUdiKauig 3a gonomoroto KEMM):
- Knienty HeobxiaHo 3BepHyTuCh fo LICK YkpaiHa Ta npupabatu kntou KeanidikosaHoro uudposoro nignucy (KEIM)
CTPOKOM Ha 1 uun 2 poku
- KnieHTy HeobxigHo 3BepHyTUCh A0 LICK YkpaiHa Ta npuabdaTv 3aXMLLEHMIA HOCIM KNtoYa — TOKEH.
- KnieHTy HeobXxiaHO 3BepHYTMCb 4,0 baHKy Ta NOBiAOMWUTU NPO BUKOPUCTaHHS KBanidikoBaHoro umdposoro nianucy
npu poboTi 3 CnucteMoto «IHTepHET-BaHK»
2. BapiaHT (nocuneHa aBTeHTUdiKaLig 32 4ONOMOrow ABOX(MAKTOPHOI aBTeHTUIKaLii):
- KnieHTy HeobXigHO NiaKNOYMTM 6araTodakTOpHY aBTEHTUMIKALLIKO WASAXOM HAaNALWTYBAHHS CMC-iHDOPMYBAHHS Ha
diHaHcoBuit HoMep. [1ng uboro KnieHT 3anoBHIOE Ta nepenae Ao 6aHKy 3asBy BUM3HaveHoro 3pasky (Joaatok 4.3)
Mpw BubGOPpi apyroro BapiaHTy y KnieHTa 3anMWIAETLCA MOXIMBICTb HANAWTYyBaTH AN cebe nepenik fOBipeHUX
oTpuMyBadiB. [pn BUKOHaHI onepaLii nepekasy Ha paxyHOK Cyb’ekTa rocnogaproBaHHS/QisnyHoOi 0cobu, KM BHECEHUN
[0 nepeniky A0BipeHnX OTPMMYBaYiB, LOAATKOBUI NiATBEPOXKEHHS 3 MOCUIEHOI aBTEHTU(IKALIEID HE BUMAra€eTbCs.

2. TEXHOONA TA MOPAAOK O®OPMIJIEHHA NAATDKHUX LJOKYMEHTIB
2.1. ENA, aki HapatoTbcs KnieHTOM, NOBUHHI MaTu pekBi3uTH, BKa3aHiy IHCTpyKLUii npo 6e3roTiBKOBi po3paxyHku B YKpaiHi



B HaLiOHa/NbHI BanOTi KOPUCTYBaYiB MAATKHMX NOCAYr, 3aTBepaeHoi [octaHosow [pasniHHg HauioHanbHoro 6aHky
YkpaiHn N2 163 Big 29.07.2022 p. (i3 3MiHaMK Ta LONOBHEHHAMM), AaNi 33 TEKCTOM - |HCTpyKLUiS.

2.2. ns 3abe3neyeHHs MOBHOBAXHOCTI MiaTexy Ta MOro KOHQIAEHLUiMHOCTI BUKOPUCTOBYHOTbCS anapaTHO - NPOrpamHi
3ac06MU, gKi 0,03BONSATb BUPOONATH aBTOpM3auito chopmoBaHmx EM 3a monoMorow nepcoHanbHMX KIIKOYOBMX HOCITB.
MopsfoK BUKOPUCTAHHSA CEKPETHUX KtodiB onucaHuin y Oopatky N24.1. no lNpasun Ta 3arafbHMX YMOB KOMMIEKCHOrO
6aHKIBCbKOro 06C/TyroByBaHHS.

2.3. 3B'a30k KnieHTa 3 baHKOM 34iMCHIOETBCA 33 AOMOMOrol0 Mepexi IHTepHeT npwu 3actocyBaHHi Cuctemu. KnieHT roTye
ENAO, nignucye 1oro i Hapgcunae y bank. [Mpu HapxomkeHHi Bip Knienta nignucanmin EMNL— po3nakoByeTbCs,
po3lWKpPOBYETLCS Ta NepefaeTbca Ana obpobkm Ha aBTOMaTM3oBaHe pobodye Micue (nani — APM) onepauioHicTa, skui
06CnyroBye paxyHok K/i€HTa.

Mpun 06pobui Ha APM onepauioHicta y pexumi "ENeKTpoHHi AOKYyMeHTH", nnaTtexi Nnpoxoasatb nonepenHii KOHTPOSb 3a
(hOpManbHUMM 03HAKAMM 3TiAHO 3 IHCTPYKLUiELD.

2.4. MMicna nonepeaHbOro KOHTPOJ MAaTexi CTalTb AOCTYNHUMM Ans 0bpobku daxiBuio baHka, Wo NpuiMaE pilleHHs
npo ix akuent. Y BMNaAKy BiAMOBM Bif akUeNTy naaTexy, SKMIK He NPOMLWOB nonepeaHboro KOHTPO/0 abo 3a pilleHHSIM
daxiBug, GOPMYETbCS KBUTAHLS 3 BiAMOBIAHMM KOAOM NMOMMIIKM, 9Ka 3a gonomMoroto CucteMu Hapcmnaetbca Knienty gna
aHanisy.

Bunpasneni EMN KnieHT Moxe BignpaButn y baHk g 06pobku.

2.5. Ha ENMA, gki nporwnn nonepenHii KOHTPOAb Ta NPUMAHATI 40 ONAatv, GOpMyOTbCA KBUTaHLIi, SKi BiACMNAOTLCS
KnieHty ans 3Bipku. Ha ui pokymeHTH daxiBeub baHKy 3 1OMNOMOrot BiANOBIAHMX anapaTHO-MPOrpaMHMX 3acobiB hopmye
€/1IeKTPOHHI 3anmcuy s nporpaMHoro komnnekcy "OnepauiiHui neHb baHky".

Y nopanbwomy 3 EMO KnieHta 3piMcHIOTbCS  onepauii  BiANOBIAHO 3  BCTAaHOBMEHMM  MOPSAKOM  Ans
BHYTPiLLHbOOAHKIBCbKMX Ta MiXKOaHKIBCbKMX MNATEXIB.

3. NMPABMIA IHOOPMALLIMHOT BE3MEKM
3.1. [ins 3abe3neyeHHs 6e3neyHoi poboTn B CucTEMi peKOMeHA0BAaHO AOTPUMYBATUCH HACTYNHUX NPaBUA:

—  YTPMMYBATUCb Bif BUKOPUCTAHHS KOMM'HOTEPA, 3 SKOr0 BMKOHYETbCA poboTa B CucteMi ans posear Ta cepdiHry B
Mepexi IHTepHeT;

— BCTAHOBWTM aQHTMBIpPyCHe nporpaMHe 3abe3neyeHHs, pPerynspHO MOHOBMOBATU aHTMBIPYCcHY 6a3y Ta MOCTiHO
NpoBOAUTM NEPEBIPKY CMCTEMM HA HASIBHICTb BipYCiB Ta WAWIYHCbKMX NpOrpam (TPOsiHIB, Keinorepis Ta T.M.);

—  0BMexuTn JoCcTyn A0 KOMM'IoTepa CTOPOHHIX 0Cib, K di3MYHUIA, TaK | MepexeBui;

—  He TpMMaTU 0COBUCTI (CEKPEeTHI) KNoYi B AMPEKTOPIAX XOPCTKOro AMUCKY KOMM'IOTEPa, a TifIbKM Ha 30BHILLHIX HOCisIX
( USB ¢new HakonnyyBaui, USB- TokeHu, ToLLo ) Ta 3ab6e3neuntu ix HagiiHe 36epiraHHs;

— N9 YHEMOXJ/IMBNEHHS BUKPAAEHHS (KOMil0OBaHHS) TAEMHOIO K/l04a peKOMEHAYEMO BUKOpucToByBaTu USB - TokeH;

— micng 3aKiHyeHHs poboTtu 3 CucteMoro 060B’13K0BO BUMMATH 30BHILLHI HoCiT (USB dnew HakonuyyBayi, USB- TokeHw,
TOLLO) 3 CEKPETHUMM K/OUaMM C CUCTEMHOro 610Ky KOMM'0Tepa;

—  He po3roJiollyBaTV Naponi 4OCTyNy A0 TAEMHUX KITHOYiB, HE 3anNMCyBaTH ix Ta He 36epiraTv pa3oM 3 HOCIEM KNHOYOBOI
iHpopmMaLii;

—  BCTaHOB/IOBATM NOHOBNEHHS Be3nekn onepauiiHoi cuctemn (6axxaHO B aBTOMATUUHOMY PEXUMI);

—  HanawTyBaTW ornsnayv Mepexi IHTepHeT, a came 3ab0pOHUTU: aBTOMaTUYHE 3aBaHTaXXeHHs GainiB 3 Mepexi IHTepHerT,
ABTOMATUYHUI 3anycK daniB 3 Mepexi IHTepHET, 3aBaHTaXXEHHS He MignucaHux enemeHTiB ActiveX;

— He npautoBaTM Ha KOMM'KOTEpi 3 NpaBaMM agMiHicTpaTopa;

— Yy BMMNagkKy KkomnpoMetauii abo cnpobu KoMnpomeTauii CeKpeTHMX K4iB abo KoMM'loTepa, 3BiSIbHEHHS
BignoBiaanbHoOro cniBpobiTHMKa abo IT cneuianicta KnieHTa, kM MaB AOCTYN A0 BKa3aHOro KOMM'loTepa abo CeKpeTHUX
KNo4viB HeobXigHO TepMiHOBO NoBiAOMUTH baHK AN 3a6nokyBaHHs ktoudiB El, 3reHepyBaTh Ta 3apeecTpyBaTH HOBI KoY
EMM;

—  npu 6yab-sKin nigo3pi npu poboTi 3 CucteMoro — HeobXifHO TEpMiHOBO NOBIAOMUTH baHK Ang 3a6NOKYBaHHS KOYiB
ElM Ta 3reHepyBaTtH Ta 3apeecTpyBaTh HoBi kntoui ElM;

—  YB@XHO CNiAKyBaTK 33 NOBIAOMIEHHAMM, LLO BUBOAATLCS HA MOHITOp KOMM'loTepa npu poboTi B CucTteMmi. Y Bunaaky
HeBiANOBIAHOCTI iX TUM, fIKi BUBOASATHCA 3a3BMYal — noBiaomMutu baHk. MNpuknagoM HeBIAMOBIAHOCTI MOXe CIyryBaTu:
HEeTMNOBE BiKHO 3 iHLWWM JIOrOTMNOM, NPU BUOOPI KNKOUa He BiA0OPAXKAETbCA HA3Ba K/t0Ya, MPOXaHHA BCTAHOBUTM Nifo3pine
nporpamHe 3abesneyeHHs, TOLO;

— npwu poboTi yepe3 canT CucTeMu 3BepTanTe yBary Ha agpecy canty. BoHa moBMHHA nNouMHaTMCL Ha https - wWwo
CBiYMTb NPO 3aXMLLEHE 3'€AHAHHS;

—  miagKknunTn nocnyry «baratodakropHa aBTeHTUdIKaLif».
3actepexxeHHs: BaHK HiKONM He 3A4iMCHIOE PO3CUNKY ENeKTPOHHMX NMUCTIB 3 MPOXaHHAM HaAaTM KOHdiAeHUinHY
iHpopmauito (maponi, 4OCTYN A0 ceKPeTHUX (0COBMCTUX) KNHOUiB, TOLLO) a0 TaKuX, WO MiCTATb KOMM'IOTEPHI NporpamMu.

3.2. PekoMeHpauii N0 CTBOPEHHIO HAAiMHMX (CTiIMKMX) MaponiB.
MNpwu BMBOpPi Napons KopucTyBayeBi HEOOXIAHO KepyBaTUCS 3aMpPONOHOBAHUMM NpPaBUNAMMU:

— He BMKOPWUCTOBYBaTM aTpuBOYTM KOPWUCTyBa4ya - iMeHa i Mpi3BMLLIa KOPUCTYBAYiB, MaM'aTHi AaTu i Oyab-Ky iHWY
LOCSKHY iHDOpMaLito (Hanpuknaa, HoMepu TenedoHiB, agpecu i ToMy noaibHe);



— 3a60OpOHEHO BMKOPUCTAHHS KOMBiHaLii cumBoniB / 3HaKiB 3 knagiweto Ctrl;

—  MnapoJii NOBMHHI CKNaaaTMcs Wasxom KombiHauii aBox abo GinbLie cnig;

—  [OBXMHA Napons NOBMHHA CKNAAaTW He MeHLWe 8 CUMBONIB;

—  MapoJib NOBUHEH MiCTUTU HE MEHL 3-X 3 4-X HACTYNMHUX CUMBOJIIB — BEJIUKI , MaNleHbKi niTepu, uudpu, CNeLcMmBonm;

— 3abOpOHEHO BMKOPUCTOBYBATM C/I0BA 3 peanbHMX i BUraAaHMX CNOBHUKIB ; Maponb HeOOXiAHO 3MiHIOBATH He piawe
HiX KOXHi 30 KaneHoapHWX OHIB.
OauH 3 MOXNIMBMX BapiaHTiB (Npuknaais) BUBOPY Napons: CKNaAiTb CMMCOK NPOCTUX CNiB, HANPUKAA, KBITKa, apKyLl, pyyka
i Tak pani BubepiTb nepuwi Tpm BYKBM i 3aranbHy KinbKicTb OYKB B C10Bax; 06'€AHAETE OTPMMaHI pe3ynbTaTy, 4oAANTE O4HY
undpy i oamH i3 cneuianbHmux cumeonis ("&{([-_@)]1$*% !/ ;., 2+-=) i 3p0o6iTb 0AHY 3 6YKB BENMKOI; NPM 3MiHi napons
BMKOPUCTOBYIMTE NpMBEeAEHi peKoMeHAaaUii 3 iHWwMM Habopom cnis. Mpuknaa: s65yko, rpywa i HabepiTb iX B TATUHCbKOMY
pericTpi.

YBara! He BukopucToByiiTe SIK maponb HaBeaeHi npuknagu! be3yMOBHO, OnSi CTBOPEHHS Mapons MOXYTb
BMKOPUCTOBYBATUCS iHLWI METOAM CTBOPEHHS HaAiMHOro napons, ane BuOpaHuiA naponb He Mae Oytn cnabkiwe
3anponoHOBaHOI Mipu CTIAKOCTI.

Yeara! Mam'artaiite, Wo Hi 3a 9Kux 06cTaBuH Baw naponb He Mae 6yTn BigOMMIi TpeTiM 0co6aM, HIXTO He Mae
npaBa BMMaraTtu Bia Bac po3kpuTTa napons, HaBiTb cniBpo6iTHUKKU BaHKy.

3.3. BukopuCTaHHS NPUCTPOID 3aXMUCTY HOCITB KtoUoBOi iHdopmauii «USB-TokeH» B CucTemi.

Knienty pekomeHnoBaHo BukopuctoByBaTu USB-TokeH ans reHepauii ocobuctmx kntouis EM.

USB-TokeH reHepye 0cobuCTi cekpeTHi Kntodi BcepefMHi cebe, 3abe3neuye ix 3axumiLieHe 36epiraHHs i popmye ENN
nig, enekKTpoHHUMM JOKYMEHTaMM ycepeaunHi npuctpoto 3rigHo ACTY 4145.

MioTpumka USB-TokeHiB 3a6e3neyeHa Ans BCbOro CNEKTPY HacTinbHMX nnatdopm — Windows, Linux i Mac OS X.
Pobota USB-ToKeHiB MiATPUMYETLCS 33 OCHOBHUMM KaHanamu 06CNyroByBaHHS KOPMOPATUBHUX KNIEHTIB CMCTEMM «ibank
2 UA».

Y opHoMy USB-TokeHi Moxe 36epiratuca no 64-x ocobuctux kntodie. Moxnuee 36epiraHHs ocobuctmx knwodis EIM
BiANOBiAANbHMX CNiBPOBITHWMKIB KOPNOPATUBHUX KITIEHTIB.

3abe3neyyeTbca ogHoYacHa poboTa Bigpasy 3 AekinbkoMa nigkntoveHnmm go komn'totepa USB-TokeHaMi.

3.4. BukopuctaHHs cepgicy IP — dinbTpauis

3.4.1. TlipknioyeHHs, BiaKIto4YeHHS cepBicy IP — dinbTpauis.

Y Cucrtemy BOYAOBaHMI MeXaHiI3M 0OMEXeHHS AOCTYNY KNi€HTIB 3aaaHuMu IP-agpecamu. [ins nocuneHHs 3axonis 6e3neku
B pa3i NOCTilHOI pob0oTh 3 0AHMX POBOYMX MiCLb PEKOMEHAYETLCS NiaknounTh cepeic IP-dinbtpauis B Cuctemi. JaHui
MexaHi3M obMexeHHs gocTyny no IP-agpecax € iHaMBIAYyaNbHUM OS89 KOXXHOro KnieHTa i HanawToBYETHCA CMiBPOBITHUKOM
baHKy 3a NTMCbMOBOIO 3a59BOO KIEHTA 3 3a3HAYeHHAM nepeniky IP-agpec komn'toTepiB KnieHTa, 3 IKUX 34iMCHIOBaTUMETbCS
niaknoyeHHs 0o Cuctemu . Akwo cnpoba Bxoay B APM 34iMCHIOETBCS i3 He 3afaHoi IP-agpecy, BUOAETHCS NOBILOMAEHHS
npo nomMunky «octyn 3a6opoHeHu», BXia B APM HeMOXIUBUIA.

ICHYE MOXNUBICTb HANALWTYBAHHSA 0OMeXeHHs Bxoay B CUCTEMY, BUKOPUCTOBYHOUM HACTYMHI IP-dinbTpu:

—  BXiZ nuuwe 3 IP-agpec yKpaiHCbKMx NpoBanaepiB. 3aCTOCOBYETLCS Ansi obMexeHHs goctyny ao Cuctemum 3 IP-agpec
3apybixXHMX NpoBaiaepiB, OCKiNbKM AOCUTb YacTo 3 UmMx IP-agpec 34iMCHI0ETLCS HECaHKLiOHOBaHUIA BXia B CucTeMmy.

—  BXiA nuuwe i3 3apaHmx IP-appec (iHouvBigyanbHWi cnucok IP-agpec, 3 SKMX A03BOMEHO MpaLoBaTM BKa3aHOMY
KnienTosi). [Mepenik IP-appec Hapae KnieHT.

—  akwo KnieHnT Bukopuctosye ana goctyny Ao Cucremu IP-agpecu iHo3eMHUX npoBanaepis (byBa€ 3a KOpAOHOM, Ae
BMKOPUCTOBYE ans goctyny Ao Cuctemu MicueBi iHTEpHET - Mepexi), TO HeobXigHO HagaT B baHK 3asBY Ha BiAKIOYEHHS
poctyny oo cucteMu «lHtepHeT- baHk» 3 BUKOpuUCTaHHSM IP-dinbTpalis, 32 BCTaHOBAEHO TMNOBO HOPMOL0.

YBara! PekomeHAyeTbCA YTOUYHIOBATH i noroaxkysatu nepenik IP-aapec i3 cny60t0 TexHiuHOT niaTpUMKKU BaHKy.
fAkwo BUKOPUCTOBYETbCA Benukuin nepenik IP-appec abo IP-appeca nocTiiHO MIHSIETbCA B paMKax pAianasoHy, TO
pekoMeHAYEMO BKasyBaTu aianasoH IP-agpec 3a gonomoroo Macku Mepexi. 3asBa Ansa akTuBaLii cepBicy NianucyeTbcs
ocobaMu, ynoBHOBaXXeHUMU Ha NianNucaHHA Aorosopis 3i ctopoHu KnienTa.

YBara! KnieHT 3060B'13aHMI i 03HAMOMMUTK BCiX CBOIX CNiBPOBITHUKIB, WO MaloTb NpaBo Ha po6oTty B Cucrtemi, 3
yMoBaMM1 06MeXXeHOoro A0CTyny 3 BKasaHMX po6oumx cTaHuiii (KoMn'loTepiB) i Hece NOBHY BiANOBIAANbHICTD 3a Lie.

4, HAO3BUYAMHI OBCTABUHM
4.1. MNpy BUHUKHEHHI HAA3BMYANMHMX, ABAPIMHUX, IHWMX HECTAHAAPTHUX 0OCTABUH, AKi 3aBaXatOTb pObOTi NO 34iNCHEHHIO
€NeKTPOHHMX MAAaTeXiB, yYaCHUKM NNaTeXiB HEramHoO NOBIAOMASATL OAMH OAHOMO NPO Li 06CTaBUHM Ta BXMBAKOTb 3aX04iB
[0 ix nikBigauii. MMig vac Aii Hap3BMYalMHMX 06cCTaBuH KnieHT MoXxe 3AivicHoBaTM poboty 3 baHkoM 3a 4ONOMOrow
nanepoBMX MAATDKHUX LOKYMEHTIB.

KNIEHT:
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